Justifacits Credential Verification, Inc
Credential Verification Service Agreement

This Credential Verification Service Agreement (“Agreement”) is entersd 1nta and effective as of

June ] L2073 (“Effective Date™), by and helween Justifacts Credential Verilication,
Inc. (“Justifacts™), a Pennsylvania Corporation with offices at 3250 Logan Ferry Road,
Murvsville PA 15668  and (:.'h af Gmy__af Fearr &7y e i
(“Clicnt).

WHEREAS, Justifacts bas verlain specialized knowledge, experience and skills related 4 pre-
employmenl backgroond investigation/credential verification (herein after Verification Services);

anl

WHEREAS, Clienl desires to receive such Verification Services in acceordance with the terms and
condilions set forth in this Agreement;

NOW THEREFORE, in consideration of the agreements and covenants set forth herein, and
other pood wnd valuable consideration, the receipt sand sufficiency of which are herehy
acknowledged, the parties hereto agree as follows;

1. OBILIGATIONS OF JUSTIFACTS.

1.1 Compliance with law. Duwing the terrm ol tns Agreement, Justifacls will provide
Verification Services i accordance with the Fair Credit Reporting Act (“FCRA™) and any
applicable state laws, The Verification Services include all activitivs releted to the creation
of & consumer report or investigative consumer report, as defined in section 603 of the
FCRA, concerning certain individuals who:

a. Have applied for employment with the Client or who are currently employed by the
Client; or

b, Have entercd into 4 business transaction with Client, or

c. Have given written instructions specifying the purpose [or obtaining & consumer
report.

1.2 Service Initiation. Justifacts agrees lo perfarm Verification Services for the Client
upon receipt ol a properly exsunted Credentiz]l Verification Service Apreemenl as well as
an executed Agreement to Abide by the Fair Credit Reporting Act (Exhibit A). The
Verificalion Services will be initicted by the Client via order entry inte Justifacts online
Internet based wehsite, Justiweb, or viz an integrated smd secure conneclion helween
Justifacts and Client. Justilacts will only perfarm those services specifically reguested by
the Client.

1.3 Product Produced. Justifacts will electromcally return a completed Background
Screening Report (“Report™) detailing the results of Ihe requested Verification Service(s) to
the Client via the online Internct based systern, Justiweb, or via an integrated and secure
connection hetweet Justifzets and Client.

1.4 Customer Support. Justilacts will provide Client with all levels of customer support,
consistent with industry standards. Customer Service will be provided via live anline chat,
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inbound live telephone calls, inbound mail, inbeund email aud mbound fax during nonual
business hours, currently betweer: B:00) zam Eastern time and 8:00 pm Fastern Time.

1.5 Data Security and Privacy. Justifacts shall maintain a comprehensive information
security program writen in one or more readily accessible parts and that contains
administrative, lechnical, and physical safeguards that are appropriate for the nalure and
scape of its activities, and the sensitivity of the information provided o Justifacts by Client;
and that such safeguards shall include the elements set forth in 16 CT.R. § 314 4 and shall
be reasonably designed 1o (3) inswre the security and confidertiality of the information
provided by Client, {if) protect against any anticipated threats or hazards 10 the seeurity or
integrity of such information, and (i1) protect agzinst unauthorized zecess to or use of such
information that could result in substantial harm or inconvenience lo any consumer, At
mutiimam, Justifacts shall comply with the Access Security Requirements st forth in
Exhibit “B”. Justifacts is not responsible for any disclosure or compromise of such data due
to Clients acts or omiasions or resulting from usc of Clients loging and passwords, dus to
no fault of Justifncts,

1.6 Record keeping. During the term of this Agreement. Justifacts shall maintain Reports
on the Justifscts system for & minimum o seven (7) years in the active Justiweb database,
and eight (8) to ten (10) years of data will be stored pn cold storage. Tollowing the
expiration or fermination of this Agrecmicat, ltustifacts will provide a reasonahle
opportunity to allow Chient to: (3) dowolead copies of any Reports, andfor (i) abtain from
Justifacts, ar Justifacts then cuirent fee, o disc or other similar media conlaining copies of
Reports, Afler ten (10) years, Justifacts shall have ne further duty to maintain copics of
Reports for access by Client.

OBLIGATIONS OF CLIENT,

2.1 Exclusive Use, Chent agrees that the information will be reguested for Client's
exclusive use and shall no! be resold.  All consumer information will he held in strict
confidence, except as permitted by law. Reporiz on applicants or emplovees will be
requested only by Client's desipnated representatives, identified in writing to Justifacts by
Client. Emplavees of Client shall be forbidden o attempl 1o obtain reports on themselves,
associates, or any other person except in the exercise of their official dutics,

2.2 FCRA Compliance. Client will complate the Juslifacts Agresinent to Ahide by the
Fair Credit Reporting Act {“Exhihit A™) and acknowledges chat they have received the
following notices prescribed by the FCRA: (1) Notice to Users of Consumer Reports; (2} A
Summay of Your Rights under the FCRA; and (3) Remedying the Effects of [dentity
Theft.

2.3 GLB Act Compliance. The federal Gramuoy-Leach Bliley Aet, 15 TUT8.C A Section
6801 etseq (2000), ("GLB Act") was enacted to protect the use and disclosure of non-
public persomal infarmation, including, in certain instances, the use of dentitying
information only. Client agrees that it will comply with all GLB Act reguirements as they
apoly to information provided by Justifacts and shall restrict the use of such information for
employment or background screenicg purpases only,

2.4 Data Security and Privacy, Client shall maintuin a comprehensive inlormation
security program written, in one or more readily accessible parls and that contains
administrative, technical, and physical safepuards that are appropriate e Client size and
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complexity, the nature and scope of ils activities, and the sensilivity of the infarmatien
provided to Client by Justifacts: snd that such safepuards shall include the elements sel
forth i 16 C.I.R. § 314.4 and shall be reasenably designexd w (1) imswre the security and
confidentiality of the information provided by JTustilacts, (il) protect apaiest any anticipaded
threats or hazards 1o the security or integrity of such information, and (311} protect against
urauthorized access to or use of such inlformation that conld result i substantial barm or
inconvenience Lo any consumer, At minimum, Client shall comply with the Access
Sceurily Requivements set (ooth in Exhibil "7,

2.5 Legal counseliadvice, Client agrees that Justifacts is not engaged to provide legal
advice and that it is incembent upon the Client e engage ils own legal counsel to ensure
that they are in compliance with all requirements of the FCRA as well as all other
applicable statc and lederal laws Client acknowledges that Justifacls does not offer
opinions on repart content andd thar Client shall base ifs screening process on its awn
background screening policy. Any forns provided by Justifacts are for mfermational
purposes only and not for the purpose of providing legal advice, Justifacts recommends that
Client have all forms reviewed by legal counse! to determine the suitability for Clienls

specilic siluation.

2.6 Record keeping. Because of the unigue vature of the Verification Services provided by
Justifacts and reguirements placed on Justifacts in ebtaining inlormation according o
federal and state law and third-party contractual oblipetions, Justifacts may perform
periodic sudits or be required to supply verification thal Chent is in complisnce witl this
Apreement, Except for those documents hosted on Justifacts system, Client agrees w
maintain in its records a copy of all consen forms, disclosures and pre-adverse and adverse
gction natices for & minimum of 5 years and Chient shall, upon reasonable notice, pravide
Justifacts or its designaled representatives such documents to skow compliance with its
obligations in this Agreement.

2.7 Account Aceess. Client shall designate a primary contact (Contact) for the Justifects
account who shall be responsible for the adminisiration and contro) of Clients acconnt. The
Contact shall identify and authorize all Client uscrs and their level of aceess to the
Justifacts system and will promptly notify Jostilacts of any chunges t uscrs or access
privileges.

FREES. Clicnl agrees 1o pay Justifacts for providing Verification Services according to the
Fee Schedule set forth in Exhibit “C”. 1 Client requests additional services nol inifially set
forth in the Fee Schedule, such added services will be hereby incorpumated into this
Agreement at Justitacts then-cument rate unless otherwise mulually agrescé-upon in writing
by the parties. Clicnt scknowledges that it will be responsille for charges resalting from its
data input crrors, duplicate requests and request cancellations initiated afler processing has
commenced. Client shall pay all pass-through fees incumed from information sources
{including but net hmited to The Work#, National Suulent Clesringhouse, DMV, vourts,
ete) for release of information or records used in compiling the Verification Services. Such
pass-through fees are subject to chanpe without prior notice. Tl at any time there are any
changes in laws or government regulations that increase lustifacts cost to provide services
or reasonably reguites additional services to be provided by Justifacts, or in lustifacts
determination restrict ils abilily to ressorably continue to provide the serviee(s) in this
Agreement, Justifacts may, upot providimg prior wriften notice fo Client: (i) add a
reasonable fee or pricing chanrge to cover the added cosls of providing the affected
service(s), and‘or (i) mﬂd:f) or cease providing the affected service(s) Tustifacts will
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conduct annual audits of Ciient account to determine order history, number of reports
requested and criminal hit ratio (Number of reports with & criminal record/total number of
criminal record reports requested). If the velume of requests does not meet anticipated
levels, Justifacts may, upon providing 30-day prior written notice to Client, increase the
cost of services provided to meet the actual volume of report requests. T{ the hit ratio for
criminal records excecds 25%, Justifacts may, upon providing 30-day prior written notice
to Client, increase the cost of criminal record search requests 1o meet the higher rate of
criminal records found.

. PAYMENTS. Justifacts shall invoice Client on a monthly basis and Client will promptly
review each invoice and notify Justifacts of any ervors or dispules on or before the duc date
of such invoice. Within thirty (30) days of the date of an inveice from Justifacts, Client will
submit payment for all undisputed amounts. 11 2]l undisputed amounts are not received by
Justifacts by the duc date, Justifacts may: (i) suspend Client’s sccount until all delinquent
payments are yeceived, and/or {ii) charge Client a finance charge of 1%% per month or a
minimum of $1, whichever is greater, and/or (iii) charge a late fec of $15 for all undisputed
amounts outstanding over 60 days. In the event of a dispute regarding fees or charges, the
parties will use ressonable efforts to discuss in good faith and come 1o an sgreement
regarding resolulion of such dispute. All amounts to be paid herein will be in U.5. Dollars.

. TERM ANI} TERMINATION.

5.1 Term. The term of this Agrecment will be onc (1) yecar from the date of this Agreement
unless otherwise terminated as provided herein. The term of this Agreement shall
autornatically renew on a month-1o-monlk basis until zither party lerminates the sgreement
by giving the ather party not less than thirty (30) days wrilten notice of termiration before

the end of the then cument term.

5.2 Material Breach. For the purposes of this Agreement, Justifacts will be deemed to be
in material breach of this agreement in that event that, (i) (here are consistent or repeated
material errcrs or inaccuracies with regard to the Venficabon Services provided by
Justifacts of which Justifacts has prior notice from Client, and for which an opportunity 1o
cure was provided; or {ii) Client receives repeated complaints from Client Representatives
regarding the Verification Services, Justifacts has notice of such complaints and such
complaints arc not resolved to the satisfaction of Client. For the purposes of this
agreement, Client will be in material breach of this agreement in the event that (i) its
determined that Client is not in compliance with any federal or state law cancerning the
request, use or disscmination of informetion contained in the consumer teports provided by
Justifacts, (i) information is being requested by Client users on themselves or on
individuals who have not properly authorized the collection or use of the information {iii)
information is being resold or {(iv) Client fails to pay invoice within the agreed payment
terms. If either party is deemed to be in material breach, the non-breaching party may
terminate this Agreement immediately upon written notice that the material hneach remains
uncured fifteen (15) days after the breaching party's receipt of the written notice of the
breach pursuant to Sections 5.3 (i} below
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5.3 Termination. This Agreement may be terminated by the parties as {ollows: (i) Either
party may lerminate this Agreement at any time in the event of a material breach by the
ather party of any provision of this Agreement that remains uncurec fifleer (15) days after
the breaching party's receipl of written notice of the breach: (i7} Lither party may tenrnnare
this Agreecment immediately il the other party becomes insolvent, or i3 unahle o pay its
debts ar perform its obligations when due, ar enters into er files {or has filad or cormenced
apainst it) a petition, arvangement, action nt other proceeding seeking relicl or protection
under the bankruptey luws of the United States or similar laws ol the Urited States or any
state of the United States or tansfers all of its assets to another person or entily.

WARRANTY. Each party warrants snd represents to the other party that it has full power
and authorily to enter into this Apreement and 1o carry out its obhgarions hercunder.
Justifacts warrants to Client that (i) Justilacts has the authonty Lo perform the Verification
Services; {ii) during the term of this Agreement, Justifacts will comply with all laws
applicable to the performance of the Verilication Scrvices as well a5 preparation, content,
licensing, distribution and twansmassion of |he praducts or services offered for sale on the
Justifacts website in each jurisdiction where such compliance by Justilacts is necessary.
Client warrants to Justifacis during the (eom of this Agreement, Client will comply with ali
laws applicable 1o the Clienl in respect o the preparation, conlent, licensing, distribution
and transmission and use of the Verification Services provided by Justifaets.

INDEMNITY. Clicet aprees to defend, indemnify and hold Justifacts harmless from any
and all liabilitics, damages, claims, and cost of defense or actions #rising out of any clam
(a) relating to the performance or sreach of Clients ebligations or responsibilities under this
Agreement; (b) relating to the preparation, submission, dissemination or any information
contained in & report under dispute by a comsumer, provided that lustifacts promptly
nolifies Client of the consumer dispuie and Client takes any sdverse wclion against the
consumer prior o receiving notificstion of the reselution of same from Justifacts. This
indemnification and hold harmless provision will extend to damapes, costs, und the
expense of defending any claim against Justifacts, Justifacts will promptly notify Client ol
any suit or threat of suit that way obligate Client to indemnily Justifacts under the above
provisions and be given reasonable opportunity e defend same.  Justifacts will reasonasly
cooperale with Client with regard 1o the defense of any suit or threatened suit and Client
will huve authorily to settle, pay or otherwise dispose of any such suir or threaened suit,
subject to the approval of Justifacts, which approval will not be unreasonably withheld,

Justifacts agrees to defend, indemnify and hold Client hanmless from any snd all liabilities,
damages, cluims, and cost of defense or actions arising out of any claim {a) relating to the
performance or breach of Justifacts obligations or responsibilities under tbis Agrecment,
This indemnification and hold hamnless provision will extend 1o damages, costs, and the
expense of defending any claim apainst Chent. Client will promzlly notity Justifacts of
any suit or threal of swit that may obligate Justifacts to indemnily Client ander the ahove
provisions and be given reasorable opportunity to defend same. Client will reasonuahly
cooperate with Justifacts with regard 1o the defense of any suit or threatered suit and
Justifacts will have authariny to settle, pay or otherwise dispose of any such suit or
threatencd suit, subject to ke approval of Client, which approval will not e urreasonably
withheld,
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10,

WARRANTY DISCLAIMER, EXCEPT AS EXPRESSLY SET FORTH IN THIS
AGREEMENT, NEITHER PARTY MAKES, AND EACH PARTY SPECIFICALLY
DISCLAIMS, ANY REPRESENTATIONS OR WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY,
NON-INFRINGEMENT, TITLE, OR FITNESS FOR A PARTICULAR PURPOSE, AND
IMPLIED WARRANTIES ARISING FROM COURSE OF DEALING OR

PERFORMANCE.

LIMITATION OF LIABILITY. EXCEPT WITH RESPECT TO (1) EACH PARTY'S
INDEMNITY OBLIGATIONS HERLEUNDER, (in BREACHES QF
CONFIDENTIALITY OBLIGATIONS UNDER SECTION 10, AND (IlI} ACTS OF
GROSS NEGLIGENCE OR WILLFUL MISCONDUCT, IN NO EVENT WILL EITHER
PARTY BE LIABLE TO THE OTHER FOR ANY SPECIAL INCIDENTAL, PUNITIVE
OR CONSEQUENTIAL DAMAGES, WHETHER BASED ON BREACH OF
CONTRACT, TORT (INCLUDING NEGLIGENCE) OR OTHERWISE, AND
WHETHER OR NO'T SUCH DAMAGES WERE FORESEEABLE, AND WHETHER OR
NOT THAT PARTY HAS BEEN ADVISED OF THE POSSIBILITY CF SUCH

DAMAGE.

CONFIDENTIALITY,

10.1 Confidential Information. “Confidential Information” will mean and refer o
information abowt the disclosing party’s (or its supplicrs) business or activitics that is
proprietary and confidential including but nol limiteé to: (i) any and all information relating
to the consumer reports created at the requesl of Client; (1) any and all information
contained in any usage veports or related to all terms and conditions of this Agreement and
all attachments hereto; (iii) all busincss, financial, technical and other information of a
party marked or designated by such party as “confidemitial” or “preprietary”, or (iv)
information which, by the nature of the circumstances surrounding the disclosure, cught in
good faith to be treated as confidential,

10.2 Exclusions. Confidential Information will not include information that (i) is in or
enters the public domain without hreach of this Agreement, (i1} the receiving parly lawfully
receives from a third party without restriction on disclosure and without breach of a
nondisclosure obligation or (iii) the receiving parly knew prior to receiving such
information from the disclosing party or (iv) the receiving party develops independently of
the other party’s Confidential Information.

10.3 Use and Disclosure Restrictions. Each party agrees (i) that it will not disclose to any
third-party or use any Conlidential Information disclosed to it by the other except as
expressly perrnitted in this Agrecment and (ii) that it will take all reasonable measurcs to
maintain the confidentiglity of all Confidential Information of the other party in its
possession or control, which will in no event be less than a reasonsble degree of care,
Notwithstanding the foregoing, each party may disclose Confidential Information (1} to the
extent required by 2 court of competent jurisdiclion or other governmental authority or
otherwise as required by law or (ii) on a “need-to-know" basis under an obligation of
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copfidentiality to its legal counsel, accountants, hanks and other financing sources and their
advisors or (i) to the extent nesdel w complete the reguested Verification Services.

11, GENERAL.

11.1 Modification. Any smendmenl, modification, supplement, or other change o any
provigion of this Agreement must be in writing and signed by both parties, All amendments
or modifications of this Agreement will be binding upon the perties despite any lagk of
consideration so long as such amendments or moedilications are in wriling aond executed by

the parties.

11.2 Waiver. All waivers must b in a weiting signed by the waiving party, The failuee of
either party to insist upon strict performance of any provision of this Agreement, or
exercise any vight provided in this Aprcement, will not he considered o waiver for the
future exercise of such provision or right. No waiver of any provision or nght will affect
the right of the waiving party 1o enfores any other provisien or right in this Agreement.

11.3 Independent Partics. The parties 1o this Agrecment are independenl partizs and
nothing herein will be construed as creating an employment, agency, joint venture or
partnership relationship between the parfies. Neither party will have any right, power or
authority 1o enter into any agresment {or or on beball of, or incur any obligation or liability,
ar to otherwise bind, the other party.

11.4 No Assignment. Neither parly may assign their obligations or rights under this
Agreement without the other purly’s written consent, provided thal either party may assign
this Agreement without the other's consent to a successor in interest in the event of &
reorganizalion, merger, consolidation, or sale of all or substantizlly all of its asscts.

11.5 Compliance with Laws. Each party will comply with all laws, vales, and regulations
of the United States. This Agreement is in the Englisk language only, which language will
be controlling in all respects, and all versions of this Agresment in any other language will
be for accommodation only and will not be binding upon the parties hereto.  All
communications and notices to be mads or given pursuant to this Agreement will be in the
English language.

11.6 Juriadiction. The Apreement will be poverncd by the internal laws of (he state of
Pennsylvanis without regard to conflict of laws previsions, Client hereby irrevocably
consents to the personal jurisdiction of the federal and state courts sitting in Allegheny
County in the State of Pennsylvania, and 1o service of process within or without
Pennsylvania. Client further agrees that any court activn relating o the enfercement of any
judgment or seeking injunctive or ether equitable relict will be brought in such courts.

11.7 Construction. 'xcept as specifically providud in this Agreement, all notices required
hereunder will be in writing and will he effective when received. This Agreement,
including sny exhibits attached hereto, constilutes the entire understanding and agreement
with respect to its suhject matter, and supersedes any and all prior or contemporaneous
representations, understandings and sgreements whether aral or eritten bebween the parties
reluting to the subject matter of this Agrocment, [n the svenl that any provision of this
Agreement 15 found 1w be iovaiid or usenforceable pumsuant to judiciel decres ur decision,
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the remainder of this Apreement will remain valid and enfiorcsable according o il ferms
The sectivn and paragraph headings used in this Agreement are mnserted for convenience
only and will not affect the meamng or mterpretation of this Agreement,
The parties have duly executed this Agrevinent by the authorized sigimtures below
i .-l. GF" 'y h : e ~ i i .
Client: ' ITY Lo IHND  JubsCrioN  Justifacts Credential Verification, Inc,
LAuoe st neme: A divs Yobe
Name: C}Lﬂ__ 15} H%ELHUQET Name; /ﬁq Jrew Yodel
Title: Hurany Resougees Dieseme e U4 - Colahiad M
E-Mail: (Llaunn HB8GITY RG Date: g¢ /24 /€
v .
Date: 3N E LL 2.(.)-\ 3

".', 4 .’i -
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Exhibit A - AGREEMENT TO ABIDE BY THE FAIR CREDIT
REPORTING ACT

Clicnt certifies and agrees:

That it will comply with the Fair Credit Reporting Act as armneided by the Consumer Credit Reporting Referm Acl of
1996 {hereinafter FCRA) and #1] other applicable statutes, bodh state and federl,

That cach request for a consumer report or un investigative conswmer report is being obtained for the following purpases
and for no ofher purpose:

X (A) for employment purposes

() in connection with & business transaction involving the consumer, which s

(C) In accordance with the written instructions of L consumer

That information will be regoested only for the Clivans exclusive use and will net be otherwise distributed o sold. Clem
shall use each Consuiner Report only for one time use and shall hold the report in sirict confidence, except to the extenl
permifted by law. Reports an employees will be requested only by Client's designuted representalives. Client users are
forbidden to attempt to obtain reports on Lhemselves, assccinles, or any other person cxcepl in the exercise of their
official dutics.

That each ume B reguest for a4 consumer repoit andlor a investigative consumer report s made of Juslifuvis for
employment purpases, Client will comply with §604(b) and §606(a) of the FCRA and that each time & request for an
investigative consumer report is made of fustifacts for sny non-employment purpose, Client will comply willi §606(a)
of lhe FCRA:

§604(b): (1) the congwmer has been given a clear and conspicuous written disclosure, in advance (o &
dacument that consists solely of the disclosure), that n consumer report may be reguested for employment
purposes; (2) the consumer has authorived 1he Client, in writing, to procure the report, (1) the informution o
the conswner repor! will not be used in vielation of any applicable federal or stute equal employment
opportunity law or regulation as well as any law providing consumer evedit or consumer identity protestion,
(4) before taking adverse action, based in whole or in part on the repen, Client will, (#) provide the consurer
& copy of the report gad a4 capy of “The Summary of Your Rights under the FCRA™, (&) allow the consumer
& designated period of lime to contact Justifacts il the consumer wishes to dispule any information in e
consumner report; (¢) provide the Justifacts contac information; and (d) pravide o final adverse ncton notice
ta the eonsumer if a final adverss employment decision is made.

§606(n): (1) provide the consumer with a clear and accurate writlen disclasure, no later thap three days afier
the report is reguested, that a report may be mude including information as to their character, general
reputation, personal characteristics and mode of living; (2) provide the consuimer o copy of the “Sunmary of
Your Rights under the FCRA™; (3) provide a stalement that the consumer has the rght to request additional
disclosures and to provide these disclosures when requested by the consemer.

That Client has received the following notices prescribed by Lhe FCRA: (1) Notice to Users of Congumer Reporis; (2} A
Summary of Your Rights under (the FCRA; and (3) Remedying the Effects of ldentity Thefi. It is incumbent upon the
client lo engage its own legal counse| to ensure that they are in compliance with all requirements of the FCRA as well a5

all state and federal employment [aw.
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The mdivichial whose signature appesrs below icpresents that they are autharized 1o enter inlo This agreenzent on behalf
of the Client

CLIENT \. : ACCEPTED 1Y
Company; L\T“ (JF Q‘%Nb -) At TGN Justilners C redentisd Verificalwgs, Fue
|

Signatae; | i :,,c gL Yignature éA’/L fv}"f
PtimNmm:_\Q)-ﬁW'&’_H‘“‘E%MEET Frint Name: /q""ém"“ ?‘p;‘-er

Title: Hupaang Resourtes ToOwRer ToR s VP CHalasf Raards

pwe. Supse S, 2017 o 0¢f21 i
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ss Security Requirementsy

Exhibit B - Acce

We musl work together to protect the privacy and intormation of cansimers. Toe lollowing iformation security
measures are desgned 1o reduce upauthorized gogess 1o consumer information it 5 Clients responsibility to
implement these rontrols. Justifacts reserves the right o make changes to the Access Secorty Reguinerments without
notification.

Client understands that the gccess security requiremeanrts gre comprenenzive anc thatl some reguirements may not
apply if reports are being stored on Justitacts syslem only ang not electronizally slered by me. In aczessing the
sorvices provided by lustifaces, Client agroes to follow these security raguinements,

L. Implement Strong Access Control Measures

1.1 Do not provide your account Access Cudes ar passwords Lo anyone. Mo ane fram Justifacts wil
aver contach you and request yours Aocess Codes or pesswinrs,

1.2 Progrietary or third parly system access software must have Access Codes and passwordist nigden
ar embedded, Accouns numbers and passwords shauid be known anly by suparvsory personnel,

1.3 You must reguest your Access Code [ password be changed irmmediately when

© fApy system zccess software is replaced by system acioss soffware or is no lorger used;
« The hardware on which the safoware resides i upgraded, changed or dispesed af

14 Protecs Justifacts Access Codels) and password(s) 5o that only xey persannel know this sensitive
information, Unautharized personnel shouid nat have snowledge of vour Access Code(s) and
passward|s).

15 Create 2 separate. wnigue user [0 for each user to enable individual authenticaticn znd

accountapility for asgess to the cradit reporting agency's frastruclure. Each user of the syslem
aceess softwiare must alsa have a unique logon pesawera.

16 Ensure that user IDs are not shared and that 1o “eer-ta-Peer file shaving s enzbled on those vsers'
profiles

1.7 Keep user passwords Confiaenlial.

18 Develap strong passwords that are:

« Mot easily pueisable [Le. your name or compeny name, repeafing aumbers ana letters o
conseoutive numbers and letters)
= Canlaln a minimum af seven (7] 2lpha/numeric characiers for standard user accounts

19 implement password protectad screevsovers with 3 maximum fifteen [15) mirute timeout to
protect unatiended workstations.

1.10 Active loging to Justifacts information systems must be configured with @ 3C minule inactive
sesslon, Limeout.

111 Restrick the number of key parsenne! whe have soopss to Justifacts infermation

1.12 Ensure that personng! wha are authariced access to Justitacls infarmation have a business neod 10
actess such infarmation and understana these requingments to acess such information are only
for the permissible purppies isted in the Permnissible Purpase Information section of your client
application.

113 Frisurg that you and ynur employees du not access your ewn background/credic repacts o those
raports of any family member{s} o fiend[s) unless it is in conpecion with a business ransazhion o
tor another permissisie purpaose.

1.14 Imglement 2 orocess o terminaie access cignts immediately for users who access Justifacts
information when those users are terminated or when they have a change in their jok 1asgs and no
fonger require access o that credin information.

115 after narmzl business bours, tern off and ook al! dawvices or systems esed to access lustifacts
reparting systems and infarmation.

1.16 Implement physical security controls ma prevent snautborized entry to your facility a4d access to
aystems wsed to obtain backgroung reporting and credit infermation
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2, Maintain a Vulnerability Management Program

2.1

22

23

24

3. Protect Data

al

3.2
i3
14

35

Keep operating systemis), Firewalls, Rauters, servers, personal computers laplop and desktep) and
all ather systems current with appropriate system patches and updates

Configure infrastructure such as Firewalls, Routers, personal computers, and similar companents to
industry best securlly praclices, including disabling unnecessary services of features, removing or
changing default passwords, 104 and sample flles/programs, and enabling the mosl socoere
configuration features to avoid unnecessary nsks.

Implement and follow current best security practices for Computer VWirus detection scanning
services and procedures:

= Use, Implement and malntain & current, commercially  availsble  Cormputer  Virus
detection/scanning product on all computers, systems and networks.

= |f you suspect an actual or potential virus, immediately cease accessing the system and do not
resume the inguiry process untll the virus has been eliminated,

« On a weekly basis at a minlmum, keep anti-virus software up-to-date by viglantly checkang or
configuring aute updates and installing new virus definition files.

Implement and follow current best security practices for computer anti- Spywitre scanning services
and procedures:

« Use, implement and mamtain a current, commercially available computer anti-Spyware scanning
preduct on all computers, systems and networks,

v If you suspect actudl or potential Spyware, immediately cepse accessing the system and do not
resume the inquley process until the prablem has been resalved and eliminated.

* Aun a secondary anti-Spyware scan upon cempletion of the first scan to ensure all Spyware has
been removed from your computers.

s Keep anti-Spyware software up-to-dale by vigilantly checking or configuring sulo updates and
installing new anti-Spyware definition files weekly, at a monimum. If your company's computers
have unfiltered or unblocked access to the Internet {whick prevents access to some knowr
problematic sites), then it :s recommended that anti-Spyware scans be completed mere frequently

than weekly.

Develop and follow procedures to ensure that data is protected throughaout its entire infarmation
lifecycle [from creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data [ie, tape, disk, paper, etc.)

Al justifacts background repaorting and credit data is classifed as Confidential and must be secured
to this requirement at a minimum.

Procedures for transmission, disclosure, starape, destruction and any other infaermation modalities
or media should address all aspects of the lifecycie of the informarian.

Enceypt all Justifaces reparts and Information when stored an any laptop computer and in the
database using AES or 3DES with 128-bit key encryption at a minimum,

Only open email attachmenis and links from trusted sources and alter verifying legitimacy

4. Maintain an Information Security Policy

4.1

4.2

43

LE

Develop and follaw a security plan to protect the Confidentiality and integrity of persanal
consumer Information as required under the GLB Safeguard Aule.

Establish processes and procedures for respending lo security wolations, uausual or suspicious
events and similar ingidents to lmit damage or unautherized access 1o information assets and to
permit identification and prosecution of winlatars,

The FACTA Disposal Rules requires thal you impiement dporopriate measwres 1o dispose of any
sensitive information related to consumer credit reports and records that will pratect against
unauthorlzed access or use af that information.

Implement and maintain ongoing mandatory security training and awareness sessaons for all stafl
to underscore the importance of security within yeur organization.
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Justifacts Credential Verification, Inc
Credential Verification Service Agreement
This Credential Verification Service Agrcement (“Agreement”) s enlered into anc effective as af
Fans ] .20/8 (“Effective Date™), by and hetween Justifacts Credentinl Verification,
Inc. (“Tustifacts”), a Pennsylvania Coerpuration with offices ar 3250 Logan Ferry Road,
Munysville PA 15668 and_City of Gramed Tevction -
("“Client).

WHERFEAS, Justifacts has verlain specialized knowledge, expenience and skills related 4 nre-
employmenl background investigation/credential verification (herein after Verification Services);

anel

WHEREAS, Clienl desires to receive such Verification Services in accpidance with the terms and
conditions set forth in this Agreement;

NOW THEREFORE, in consideration of the agreemments and covenants se! forth herein, and
other good and valuable consideration, the receipt and sufficiency of which are herehy
acknowledped, the parties hereto agree as follows;

1. OBILIGATIONS OF JUSTIFACTS,

1.1 Compliance with law. [Duwing the term ol this Agreemert, Justifaels will provide
Venfication Services in accordance with the Fair Credit Reporting Act (“FCEA™) 2nd any
applicable state laws, The Verification Services include all activilies related o the creation
of 8 consumer report or investigative consumer report, as defined in section #03 of the
FCRA, congeming eertain individoals wha:

a. Have applied for employmert with the Client or who are currently employed by the
Clicnt; or

o, Have entered into a business transaction with Client; or

¢. Have given written instructions specifying the purpose [or obtaining a consumer
report.

1.2 Service Initiation. Justifacts agrees o perform Verification Services foe the Client
upon receipt ol a properly executed Credential Verilivation Serviee Agreemenl ay well as
an executed Apreement to Abide by the Fair Credit Reporting Act (Bxhibit A). The
Verification Services will be initisted by the Client via arder entry inte Justifacls online
Internet based website, Justiweh, or viz an intcgrated and secure conneclion bebween
Tustifscts and Client, Justilaets will only perform these services specifically reguested by
the Client.

1.3 Produet Produced. Justifects will electronseally return a completed Backgreund
Screening Report (“Report™) detailing the results of [he requested Verification Servics(s) o
the Client via the online Internct bascd syster, Justiweb, or via an inegrated and secure
conncalion hetween Justifaels and Client.

1.4 Customer Support. Justilacts will provide Client with all kevels of customer support,
consistent with industry standards. Customer Service will be provided via live omline chat,
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inbound live telephene calls, inbound mail, inbeund email aud inbound fax during normal
business hours, currently between B:(8) am Eastern time and 8:00 pm Eastern Time.

1.5 Dafa Security and Privacy. Justifacts shall maimtain a ecomprehensive information
security program written m one or more readily accessible parts and that contains
administrative, lechnical, and physical safeguards that are appropriate fur e nalure and
scope of its activities, and the sensitivity of the informalion provided 1o Juslifacts by Client;
and that such safeguards shall include the elements set forth in 76 C.F.R. § 514 4 and shall
be reasonably designed to (3) insure the security and confidentiality of the information
provided by Client, {ii) protect against any anticipated threats or bazards 1w the security or
integrity af such information, and (in) protect apainst unauthosized access to or use of such
information that could result in substantial harm or inconvenience o any consumer, At
minimuny, Justifacts shall comply with the Access Security Requirements ser forth in
Exhibit “B". Justifcts is not responsible for any disclasure or compromise of such data due
o Clients acts or omissions or resulting from use of Clients logins and passwords, due 1o
no fault of Justifpcts,

1.6 Record keeping. During the term of this Agreement. Justifacts shall maintain Reports
an the Justifeets syslem for a minimam o seven (7) years in the active Justbweb database,
ancd eight (8) to ten {10} years of data will be stored on cold sterage. Following the
expiration or termination of this Agreement, Justifacts will provide a reasonable
opportunity to allow Client to; (f) download copes of any Reports, andfor (it) abtain from
Justifacts, at Justifacts then cument fee, & dise or other similir media contrining copies ef
Reporls, Afler ten {10) vears, Tustifucts shall have ne further duty to maintain copics of
Reports for access by Client.

OBLIGATIONS OF CLIENT,

2.1 Exclusive Use, Chient aprees that the information will be requested lor Clienl's
exclusive use and shall no! be resold.  All consumer infoamation will be held in strict
confidence, except as permitted by law. Reperts on applicants or emplovees will be
requested only by Client's desipnaled representatives, identified in writing to Justifacts by
Client. Emplovees of Client shall be forhidden 10 attempl to obtain reports on themselves,
associates, or any other person except in the exercise of their efficial duties,

2.2 FCRA Compliance. Client will complete the Justifacts Agresment to Abide by the
Fair Credit Reporting Act {“Exhibit A™) and acknowledges that they have received the
following notices prescribed by the FCRA: {1) Notice to Users of Consumer Reports; (2} A
Summiy ol Your Rights under the FCRA; and (3) Remedying the Effects of [dentity
Theft.

2.3 GLB Act Compliance. The federal Gramm-Leach Bliley Act, 15 US.C A Section
6801 et.seq (2000), ("GLB Act") was enacted to protect the use and disclosure of non-
public persona! information, including, in certain instanges, the use of dentifying
information only. Client agrees that it will comply with all GLB Act rervirements as they
apply to information provided by Justifacts sndl shall restricl the use of such information for
employment or backpround screenivg purpases only,

2.4 Data Security and Privacy. Client shall maintuin a comprehensive information
security program wrilten in one or more readily accessible parts and that contains
administrative, technical, and physical safepuards that are appropriate e Client size and
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complexity, the nature and scope of its activities, and the sensitivity of the information
provided to Client by Justifacts; and that such safepuards shall include the elements sel
forth in 16 C.I'R. § 314.4 and shall be reasonably designed to (i) insure the security and
confidentiality of the information provided by Justilacts, (it) protect gpainst any anticipated
threats or hazards to the security or integrity of such information, and (1} protect against
unauthorized access to or use of such information that conld resuit in sudstantizl barm or
inconvenience o any consumcer, Al minimum, Chent shall comply with the Access
Secunity Requirements set [orth in Exhibil “17,

2.5 Legal counseliadvice. Client agrees that Jusiifacts 15 not engaged to provide legal
advice and that it is neumbent upon the Client tr engage its own legal counsel to ensure
that they are in compliance with all requirsments of the FCRA as well as all ather
applivable statc and [federal laws Client acknowledges that Justifscls does ot offer
opinions on meport content and that Client shall base its screening process on ils own
background screening policy. Any forms provided by Justifacts are for mformational
purposes only and not for the purpose of providing legal advice, Justifacts recammends that
Client have all ferms reviewed by lepal counse! to determine the suitability for Clients
specilic siluation.

2.6 Record keeping, Beeause of the unique nature of the Verification Servives provided by
Justifacts and reguirements placed on Justifucls in chiaining information aceording o
federal and stale law and thisd-party contractual oblipetions, Justifacts may perform
periodic radits er be required o supply veritication that Client is in complisnce with this
Apreement. Except for those documents hosted on Justifacts system, Client agrees
maintain in its records a copy af all consent forma, disclosures and pre-adverse and adverse
action notices for # minimum of § years and Chienl shall, upon reasonable notice, provide
Justifacts or its designated representatives such documents o show compliance with ity
obligations in this Agreement.

2.7 Account Access, Chent shall designate a primary contagt (Cantact) for the Justifacts
account who shall be responsible for the adminisiralion and control of Clients accounl. The
Contact shall identify and authorize all Client uscrs and their level of access to the
Justifacts system and will promotly notity Jushilacts of any changes w users or access
privileges.

FEES. Clicni agrees 1o pay Justifacts for providing Verification Services according to the
Fee Schedule set forth in Exhibit “C”. If Client requests additional services nol initially set
forth in the Fee Schedule, such added services will be horeby mcorpmated into this
Agreement al Justitacts then-current rate unless otherwise mulwally agresc-upon in writing
by the parties. Client acknowledges thal it will be responsible for charges vesulting from its
data input crrors, duplicate requests and request cancellations initiated afier processing has
commenced. Client shall pay all poss-through fees incurred from information somces
(including but net limited to The Workd, Nationa! Student Clesripghouse, DMV, courts,
ete) for release of information or records used in compiling the Verification Services. Such
pass-through fees are subject to chanpe without prior notice, J1 at any time there are any
changes in laws or government regulations that incresse lostifacts cost o provide services
or reasonably requires additional services to be provided hy Justifacts, or in lustifacts
determination restrict ils ability to reasorably continue to provide the service(s) in this
Agresment, Justifacts may, upon providing prior written notice to Client (i} add a
reasonable fge or pricing change to cover the added cesls «of providing the affected
service(s), andfor (1) medify or cease providing the affectedd serviceis), Tustifacts will
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conduct annual audits of Ciient account to determine order history, number of reports
requested and eriminal hit ratio (Number of reports with & criminal record/total number of
criminal record reports requested). If the velume of requests does not meet anticipated
levels, Justifacts may, upon providing 30-day prior written notice to Client, increase the
cost of services provided to meet the sctual volume of report requests. 11 the hit ratio for
criminal records excecds 25%, Justifacts may, upon providing 30-day prior written notice
to Client, increase the cost of criminal record search requests 1o meet the higher rate of

criminal records found.

. PAYMENTS. Justifacts shall invoice Client on a monthly basis and Client will promptly

review each invoice and notify Justifacts of any errors or dispules on or before the due date
of such invoice. Within thirty (30} days of the date of an invoice from Justifacts, Client will
submit payment for all undisputed amounts. 11 &l undisputed amounts are not received by
Justifacts by the duc date, Justifacts may: (1) suspend Client’s account until all delinguent
payments are received, and/or {ii) charge Client a finance charge of 1%4% per month or a
minimum of $1, whichever is greater, and/or (iii) charge a late fee of $15 for all undisputed
amounts outstanding over 6{ days. In the event of a dispute regarding fees or charges, the
parlies will use reasonable efforts to discuss in good faith and come 10 un agreement
vegarding resolution of such dispute. All amounts to be paid herein will be in U.S. Dollars.

. TERM AND TERMINATION.

5.1 Term. The term of this Agreement will be one (1) year from the date of this Agreement
unless otherwise terminated as provided herein. The term of this Apgreement shall
automnatically renew on a month-to-monik basis until either party lerminates the agreement
by giving the ather party not less than thirty {30) days written notice of termination before
the end of the then eurrent tern,

5.2 Material Breach. For the purposes of this Agreement, Justifacts will be deemed to be
in material breach of this agreement in that event that; (i) there are consistenl or repeated
material errors or inaccuracies with regard to the Venficaton Services provided by
Justifacts of which Justifacts has prior notice from Client, and for which an opportunity 1o
cure was provided; or {ii) Client receives repeated complaints from Client Representalives
regarding the Verification Services, Justifacts has notice of such complaints and such
complainis are not resolved to the satisfaction of Chient.  For the purposes of this
agreement, Client will be in material breach of this agreement in the event that (i) its
determined that Client is not in compliance with any federal or state law cancerning the
request, use or dissemination of information contained in the consumer veports provided by
Justifacts, (ii) information is being requested by Client users on themselves or on
individuals who have not properly authorized the collection or use of the information {iii)
information is being resold or {iv) Client fails to pay fnvoice within the agreed payment
terms. If either party is deemed to be in material breach, the non-brecaching party may
terminate this Agreement immediately upon writlen notice that the material breach remains
uncured fifteen (15) days after the breaching party's receipt of the written notice of the
breach pursuant to Section 5.3 (i} below
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5.3 Termination. This Agreement may be leyminated by the parties as follows: (i) Bither
patty may terminate this Agreement at any time in the event of a muterial breach by the
other party of any provision of this Agreement that remans uncured fifleen (13) days after
the breaching party's receipt of written notice of the breach; (i1} Either parly may temunate
this Agreement immediately if’ the other party becomes insolvent, or s unahle 1o pay its
debrs ar perform its ohligations when due, ar enters into or files {or has filad or commenced
against it) a petition, arrangement, action o other procecding seeking relicl or protection
under the bankruptey luws of the United States or similar laws ol the Urited States or any
state of the United States or wansfers all of its assets to another person or enlily.

WARRANTY. Each party warrants and represents to the other party that it has full power
and authority to enter into this Agreement and to carry out its obligations hercunder.
Justifacts warrants to Client that (i} Justilacts has the authonty w perform the Verification
Services; (i) during the term of this Agrecment, Justifacts will comply with all laws
applicable to the performance of the Verification Services as well as preparation, content,
licensing, digtribution and transmassion of lhe products or services offercd [or sale an the
Justifacts website in each jurisdiction where such compliance by Justifacts is nevessary,
Client warrants to Justifacts during the werm of this Agreement, Client will comply with all
laws applicable 1o the Clienl in respect w the preparation, content, licensing, distribution
and transmission and use of the Verification Services provided by Justifaets.

INDEMNITY . Client agrees to defend, indemnify and hold Justifacts hammless from any
and all liabilitics, damages, claims, and cost of defense or actions ansing out of any claim
(a) relating to the performance or breach of Cliens obligations or responsibilities under this
Agreement; (b) relating to the preparation, submission, dissemination or any information
contained in 2 report under dispute by a comsumer, provided that lustilfacts promptly
notifies Client of the consumer dispuie and Clienl takes sny adverse sclion against the
consumer prior o receiving nutification of the resolution of same from Justilacts, This
indemnification and hold harmless provision will extend (o damages, costs, und the
expense of defending any claim against Justifacts, Justilacts will promptly notify Client of
any suit or threat of suit that may obligate Client to indemnily Justifacts under the above
provisions and be given reusonable apportunity e defend same, Justifacts will reasonably
cooperate with Client with regard o 1he defense of any suit or threatened suit and Client
will huve authority to settle, pay or otherwise dispose of any sueh suit or threatened suit,
subject to the approval of Justifacts, which approval will not be umreasonably withheld,

Justifucts aprees to defend, indemnify and hold Client hanmless [rom any and all liakilities,
damages, claims, and cos! of defense ur actions arising out of any claim {a) relating to the
performance or breach of Justifucts obligalions or responsibiliies under this Apreement.
This indemnification and hold hamoless provision will extend 1o demages, cosls, and the
expense of defending any ¢lsim apzinst Client. Client will promplly nofify Justfacts of
any suil or threat of suit that may oblipate Justifacts 1o indemnify Client under the ahove
provisions and be given reasonable opportunity to defend same. Client will reasonably
cooperate with Justifacts with regard lo the defense of any suit or threatened seit and
Justifacts will have autherity to seftle, pay or atherwise dispuse of any such suit or
threatened suit, subject to (ke approval of Client, which approval will not e unreascnably
withheld,
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8. WARRANTY DISCLAIMER., EXCEPT AS EXPRESSLY SET FORTH IN THIS
AGREEMENT, NEITHER PARTY MAKES, AND EACH PARTY SPECIFICALLY
DISCLAIMS, ANY REPRESENTATIONS OR WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTARBILITY,
NON-INFRINGEMENT, TITLE, OR FITNESS FOR A PARTICULAR PURPOSE, AND
IMPLIED WARRANTIES ARISING FROM COURSE OF DEALING OR

PERFORMANCE.

9. LIMITATION OF LIABILITY. EXCEPMT WITH RESPECT TO {I) EACH PARTY'S
INDEMNITY OBLIGATIONS HEREUNDER, (1D BREACHES OF
CONFIDENTIALITY OBLIGATIONS UNDER SECTION 10, AND (IlI} ACTS OF
GROSS NEGILIGENCE OR WILLFUI. MISCONDUCT, IN NO EVENT WILL EITHER
PARTY BE LIABLE TO THE OTHER FOR ANY SPECIAL INCIDENTAL, PUNITIVE
OR CONSEQUENTIAL DAMAGES, WHETHER BASED ON BREACH OF
CONTRACT, TORT (INCLUDING NEGLIGENCE) OR OTHERWISE, AND
WHETHER OR NO'T SUCH DAMAGES WERE FORESEEARLE, AND WHETHER OR
NOT THAT PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH

DAMAGE.

10. CONFIDENTIALITY,

10.1 Confidential Information. “Confidential Information” will mean and refer o
information about the disclosing party’s (or its supplicrs) business or activities thatl is
proprietary and confidential including but nol limited to: {i) any and all informatien relating
to the consumer reports created at the requesl of Client; (1) any and all information
contained in any usage reports or related to all terms and conditions of this Agreement and
all attachments hereto; (iii) all busincss, financial, technical and other information of a
party marked or designated by such party as “confidential’ or “proprietary”™, or (iv)
information which, by the nature of the circumstances sumounding the disclosure, cught in
good faith to be treated as confidential,

10.2 Exclusions. Confidential Information will not include information that (i) is in or
enters the public domain without hreach of this Agreement, {ii} the receiving party lawfully
receives from a third party without restriction on disclosure and withour breach of a
nondisclosure obligation or (iii) the receiving parly kncw prior to receiving such
information from the disclosing party or {iv) the receiving party develops independently of
the other party’s Canfidential Information.

10.3 Use and Disclosure Restrictions. Eszch party agrees (i) that it will not disclose to any
third-party or use any Conlidential Information disclosed to it by the other except as
expressly permitted i this Agreement and (ii) that it will take all reasonable measures to
maintain the confidentizlity of all Confidential Information of the other party in its
possession or control, which will in no event be less than a reasonable degree of care,
Notwithstanding the foregoing, each party may disclose Confidential Information (i} to the
extent required by a court of competent jurisdiction or other governmental authority or
otherwise as requi