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EXECUTIVE SUMMARY 
 
ImageTrend, Inc. is pleased to present this proposal outlining our products and services in response to 
the City of Grand Junction’s RFP for a Fire Records Management System. Our user-intuitive and 
dynamic ImageTrend Elite Rescue with the ImageTrend Elite Field is an ePCR Solution that provides a 
secure method of collecting pre-hospital data for Electronic Patient Care Reports, extracting existing data, 
and exporting or sharing data with other agencies and applications. Not only does this system provide 
data handling, but it has extensive tools for turning this data into valuable and discernible information with 
its data analysis and data mining tools that have extensive reporting and geographical display 
capabilities. Currently, ImageTrend is in the process of upgrading fire modules and will attribute cost and 
milestones to each module as they transition into the Elite system. All data will be migrated over with 
minimal difficulty as these modules become available. 
 
ImageTrend incorporates a solid 18 year history. ImageTrend’s EMS systems have been in operation 
since 2001 and have a history of collecting over 100,000,000 incidents from over 2,000 clients. During 
this time the States of Minnesota, Nebraska, Missouri, Georgia, New Hampshire, Maine, Wisconsin, 
Idaho, Iowa, New Jersey, Washington, Michigan, Oklahoma, Louisiana, Mississippi, New Mexico, 
Massachusetts, Kansas, Alaska, Oregon, Virginia, Vermont, New York, Maryland, Kentucky, Wyoming, 
Colorado, Arizona, Delaware, California, Indiana, Arkansas and Rhode Island as well as the many 
services and individual users have provided us invaluable information for product refinement and 
expansion. Some of these large service groups are Inland Counties Emergency Medical Services Agency 
(ICEMA) (CA), Houston Fire Department (TX), Orange County (CA), Nashville Fire Department (TN), the 
City of Memphis (TN), New Orleans EMS (LA), Ventura County EMS Agency (CA), Lee County (FL) and 
many more. The input from these clients has resulted in an ePCR solution that not only collects data, but 
provides further features for streamlined electronic field data collection to eliminate redundancies and 
save time. 
 
In May 2014, ImageTrend’s Elite platform received full certification for NEMSIS (National EMS Information 
System) version 3.3.3 compliance. ImageTrend was the first company to be certified in both collect data 
and enterprise-level receive and process capability. According to EMS.gov, NEMSIS Version 3 is an 
important step toward harmonizing EMS data with patients’ electronic health records at the hospital. 
NEMSIS Version 3 compliance is an important measure of the software’s ability to correctly record and 
transmit medical data. The testing process ensures the data system conforms to the NHTSA (National 
Highway Traffic Safety Administration) Version 3 Dataset for interoperability among systems used by 
dispatch and medical devices. 
 
ImageTrend Elite Rescue provides functionality for collecting and analyzing EMS and fire data, as well 
as additional modules for inventory management, staff training records, location information, hydrant 
information and inspections. Many of these modules are already available on the ImageTrend Elite 
Rescue platform, and they will be migrated over as each one is completed. The advanced Report Writer 
allows access to hundreds of standard reports as well as the ability to create ad hoc reports as needed. 
These reporting and query tools provide the user a way to turn data into valuable information. As an 
enterprise architecture each user is able to view, analyze and run reports on their specific data. 
 
In conjunction with ImageTrend Elite Rescue, ImageTrend offers the Elite Field and Elite Mobile Fire 
modules. Elite Field, which when installed on the Tablet PC, makes mobile data collection easy with its 
pen-based entry, handwriting recognition and portability. This portability allows for installation in the 
emergency vehicles where the data can be entered as it happens, ensuring a higher accuracy and 
limiting redundant entries. This application can also be installed on any standard desktop or laptop PC, 
where the drop down menus, default run templates, power tools and automated narratives significantly 
reduce run form completion times. ImageTrend Elite Rescue also supports fire inspection duties with 
easy-to-use forms that store building inspection information and violation tracking. With the use of a 
Tablet PC, these forms can be completed during the inspection, document violations and capture needed 
signatures. This information is then immediately available for any incident that may occur. Linking 
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information from inspections to incidents assists in decision making and implementing time-saving 
procedures, which increase preparedness. 
 
Starting in 2013, ImageTrend developers set out on the formidable project of creating the data platform of 
the future. While simply retrofitting the NEMSIS data dictionary into existing code may have been 
possible, the results would have been a less than optimal experience for end users. The new Elite 
platform allowed our developers to implement more features – such as custom validation rules for fire, 
more synched fields from License Management and improved power tools – to help agencies more easily 
analyze and check data quality. We were also able to realize several goals of a future data platform. 
 
The development team for ImageTrend Elite solved unique technological challenges. The end result is a 
data system that is not only the first fully certified NEMSIS 3 compliant solution, it is also: 

• Easier to deploy and use 
• More flexible to fit your hardware preferences 
• Enterprise ready 

 
One of the goals in the project was creating a singular code with a more consistent user experience. Prior 
to Elite, ImageTrend EDS products were designed to work together but often had separate 
underpinnings. For example, EMS Field Bridge is a completely separate code from EMS Service Bridge 
or State Bridge. They share data files using a common database table format, but are otherwise distinctly 
separate with their own look and different user experience. In the Elite platform, the cloud-based code 
can be extended to the field. With Elite Field, offline capability and expanded EKG integration options are 
available. In either case, the look and feel remains consistent, and that makes it easier for administrators 
to train end users. 
 
Another goal was to embrace emerging hardware platforms. The de facto ruggedized laptop computer 
running Windows has been a reliable workhorse and continues to be the primary platform of choice; but 
shrinking budgets and the appeal of low-cost tablets has sparked a new conversation. One approach 
would be to create a different version of the software for each platform that would be downloaded from 
each app store, but that can lead to problems. For example, the more versions of code there are to 
maintain, the less time can be spent on innovation and product enhancements. Additionally, third party 
policies for app stores can create new issues that may delay updates or even cause removal of the app 
without notice. ImageTrend deemed availability was too critical to roll the dice with app stores and needed 
a different option. 
 
The solution was to use HTML5, a new language for Web-based applications, to deliver the end user 
experience. Backend storage and infrastructure is still handled by enterprise-level servers and databases, 
so you can rest assured everything is secure. So far, one of the more notable changes is how the new 
Form Manager differs from the Layout Editor. Because the new interface uses a dynamic layout that 
adjusts to the device’s screen, administrators no longer have to specify layouts in a form. It may take 
getting used to, but in the long run it saves time when creating or updating forms. 
 
Creating a new data system from scratch also allowed a unique opportunity to synchronize functionality 
even more. The new interface and Form Manager were designed to work just as well for NFIRS and 
inspections forms. End users who learn one type of form (such as EMS run form) can easily apply that 
skill to another form, effectively halving training time and increasing proficiency in the field. The unified 
data system cuts down on redundant data entry where applicable. It also allows single user accounts that 
can be associated to multiple agencies, each with its own permission group settings for that user. 
 
As a product offering this solution provides you a risk-free solution with its proven track record. Our 
experience provides a basis of reference to ensure an implementation process that is attainable in the 
allocated time and within budget. ImageTrend’s successful implementations are dependent upon 
providing turnkey processes often involving disparate systems. ImageTrend’s products and services, 
whether our premium hosting option or our project management, support and training will ensure a 
successful implementation. 
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ImageTrend has taken great care in preparing this proposal for your RFP, answering all questions in 
detail and providing comprehensive information regarding all of our products and services. Since it is true 
that a picture is worth a thousand words, we would welcome any opportunity to demonstrate our offering 
to you in person for efficient and thorough understanding. This would give you the chance to not only view 
the solution, but to meet our enthusiastic and dedicated team as well.  
 
ImageTrend‘s successes are predicated on the valued partnerships with our customers. These are 
communicative, responsive and intimate joint ventures. We would be proud to enter into such a 
relationship with you.  
 
 
Best regards, 
 
 
 
 
 
Michael J. McBrady 
President 
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PRODUCT DESCRIPTION 
 
The proposed solution is comprised of two parts: the Elite Rescue and a field client (Elite Field and Mobile 
Fire Inspections). The Elite Rescue is the centralized fire/EMS Data repository with full data management 
and reporting functionality that provides Web-based data submission by all licensed EMS and fire 
providers. The Elite Field portion of the system is designed for the electronic collection of data in the field 
with mobile platforms. ImageTrend’s Mobile Fire Inspections is a field data collection application that 
assists fire inspectors. The Elite Field and Mobile Fire Inspections integrate seamlessly with the Elite 
Rescue for data aggregation from all field units. 
 

Elite Rescue   
ImageTrend’s Elite Rescue is an 
advanced and comprehensive fire and 
EMS solution that accommodates 
enhanced information aggregation and 
exchange in a paperless environment 
which offers the functionality for full data 
collection. This secure Web-based system 
provides for complete and accurate 
incident reporting with staff and equipment 
management. Administrative efficiencies are 
available for statewide, regional or local levels. 
The system is NEMSIS v3 and NFIRS 
compliant and fully equipped to serve the needs 
of fire departments in gathering, analyzing and 
reporting incident and exposure data.  
 
Working in combination with an EMS-specific module to gather EMS data and optional field client 
systems for field EMS and inspections data collection, the Elite Rescue provides a solution for 
data collection, analysis and reporting for fire and EMS data. This system utilizes the NEMSIS v3 
dataset with complete consideration for state and federal data privacy requirements including 
HIPAA and allows NFIRS 5.0 reporting and collection and management of inspections data.  
 
Elite Rescue Key Features: 

• A centralized, dynamic data warehouse with a scalable, open architecture for ever-
changing and growing requirements.  

• NEMSIS v3 compliance (for both “Collect Data” and “Send and Receive”) and NFIRS 5.0, 
as well as individualized data elements;  

• Secure multi-tiered access to ensure and respect data privacy to HIPAA and other 
standards. 

• Service Administration from an enterprise level, allowing consistency within data entry 
and reporting. 

• Web-based online incident forms for data entry by all EMS and Fire providers. 
• Fire operational modules including Inventory, Personnel, Inspections and more 

available in a phased implementations through 2016. 
• Audit Validation to track and record access and changes to a field. 
• A Quality Management (QA/QI) module that provides for incident review and action to 

improve care. 
• The Report Writer which offers over 100 standard reports and easy to use ad hoc 

reporting with advanced query capabilities.  
• DataPort with standard XML file formats to ensure data migration and exchange with 

other existing systems, applications and agencies (i.e. EKG, CAD, Billing, FirstWatch, 
others).  
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• Mobile Data Collection: Elite Field for field reporting and full data aggregation and 
Mobile Fire Inspections to collect inspections data in the field. 

• Optional modules:  
o Web-based Hospital Hub for secure, online viewing of incoming patients at the 

receiving facility. 
o Scheduler to create and manage shifts and personnel calendars.  
o License Management for managing end-to-end licensing and records processing. 
o Visual Informatics for advanced reporting with data mining techniques. 
o Mapping and Reporting System (MARS) to allow plotting data on geographical maps 

and data analysis. 
 
Elite Rescue System Architecture  
The overall architectural design of the ImageTrend Elite system is comprised of a scalable 
database structure that supports full functionality with ease of expansion as requirements grow 
and change.  
 
The Elite data repository is based upon the NEMSIS v3 and NFIRS 5.0 uniform data sets. In 
addition to collecting all aspects of NEMSIS v3 (including NOT values, Pertinent Negative values, 
ICD-10 codes, RxNorm values, GNIS addresses, and SnoMed codes), Elite is also capable of 
collecting custom elements.  
 

Data Repository 
The data repository is Microsoft SQL based and designed to support the expanding and 
dynamic requirements of the fire and EMS communities. These requirements include, but 
are not limited to, system-wide quality improvements identified through tracking of trends 
and procedures, benchmarking of specific indicators for compliance and public health 
issues, and a non-redundant data flow and sharing between concerned agencies from 
the local to the Service to the national level. The NHTSA v3 and NFIRS uniform data sets 
populate the database hosted at ImageTrend’s secure facilities or at the client’s hosting 
facilities. All fields of the data set are available for reporting and exchanging with other 
agencies and applications. 
 
Data Entry 
Electronic data entry, 
whether via the Web or with 
the field clients supports 
ease of collection and 
ensures non-redundant 
entries, while being 
workflow oriented. The data 
can originate from CAD, 
Transfers, and medical 
devices, as well as quick-
pick entries in the field (as it 
happens). This data 
collection constitutes the 
incident level and can be posted 
to the data repository. From 
here the data is available for 
querying, comparing, reporting 
or sharing.  
 
Security 
The multi-tiered security module incorporated into this application meets HIPAA 
guidelines and has been reviewed by HIPAA officers of various organizations with a 
positive outcome. The reporting and auditing functions of the application’s procedures 
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allow for complete safeguarding and immediate notifications of any attempted breaches. 
This provides for data access only through assigned permissions and ensures that only 
those intended see their data and can access it for reporting.  
 
Scalability  
ImageTrend systems are designed with open, scalable architectures and modular 
functionality. Modules can be added at any time, and if functionality is desired that does 
not exist, it can be designed as a module. All system additions are designed and tested 
on development servers to ensure desired functionality and full functional interfacing with 
existing functionality. This also provides the client with the ability to review and perform 
final acceptance prior to going live. The scalability lets the systems grow as needs, 
budgets and hardware capabilities allow, delivering continual progression.  
 
Another consideration of scalability is the user and data volumes. ImageTrend systems 
are designed for high volume and traffic user bases, and there are many examples of 
each of these types of systems in use today. 
 
This solution provides:  

• Limited information access to the ambulance volunteer or paramedic in the field 
to their personal data and the ambulance incidents they perform.  

• The ambulance agency manager has access to all of the data on all of the 
incidents that are handled by his or her agency.  

• The city administrator has access to all of the incidents for his or her city.  
 
ImageTrend’s familiarity with all sizes of EMS reporting systems is reflected in our 
diverse list of clients, ranging from agencies with fewer than 200 incidents per year to 
states with millions of incidents per year.  

 
Compliance with National EMS Database  
ImageTrend is NEMSIS compliant – in both Collect Data and Send & Receive - and 
based upon the most current version of the NHTSA data set, which is version 3. 
ImageTrend is committed to supporting the national data set. We understand the 
importance of a national data set and its positive impact on convenient data exchange 
and the potential role that EMS data plays in improving health care.  
 

Agency Administration  
The agency administrator will have the ability to manage their agency through a series of setup 
screens and functions. Items such as Data Validation, Closed Call Rules, Dataset manipulation, 
and Form Builder are centrally administered which offers consistent, easy-to-use incident forms.  
 
Agencies can set up their agency information, including contact information and customized 
resource lists. The custom defined resource lists allow an agency administrator to set up lists 
including:  

• Facilities/Destinations 
• Agency Locations 
• Leave of Absence Reasons 
• Vehicles 
• Call Signs 
• Zones & Districts 

 
The user directory allows the agency administrators to set up crew members that will have 
access to the system or that will be available in the list boxes in the incident form allowing quick 
selections. This includes entering the certification numbers to expedite the data entry process.  
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Data Validation 
The Validation rules are set up by the 
agency administrator and are 
administered to the agencies and Elite 
Field users. The built-in Data Validation 
includes scoring to ensure data 
quality. Each field can have its own value 
towards the validity score. Items that 
require further information are highlighted 
in red and the user is prompted at the 
middle-bottom of the form about the 
current validity score and the missing 
items that require attention.  The validation 
runs “real-time” so that each time the user 
changes a value, the score is re-calculated and any appropriate fields are colored “red” to 
indicate they need to be filled out correctly.  

 
Closed Call Rules 
System Administrators have the ability to create closed call requirements per individual 
validation rule. This will restrict providers from posting an incident from Elite Field to the Elite 
Rescue until the provider satisfies these rule(s). 
 
Provider Actions 
Provider Actions allow users to group any control from Medications, Procedures, Vitals, EKG 
and Assessments to provide chronological documentation for common situations.  These 
provider actions can be named/labeled whatever the administrator would like.  The layout of 
the fields is also completely customizable. 
 
Form Manager  
The Form Manager is used to 
configure the incident form’s 
layout. The Form Manager 
allows the incident forms to be 
configured to the exact needs 
and specifications of the 
individual agency. Tabs, 
panels or fields can be moved, 
added or deleted, creating an 
incident form to meet the 
needs of each agency for data 
reporting. Other configurations 
include the ability to change labels, 
inactivate fields, and group fields 
within a section. There are several 
other configurations to allow for 
quicker and easier data entry. 
Multiple incident templates can be 
created for different situations - for 
example, a form for cardiac arrest calls and another for cancelled calls. In addition, default 
values can be added into most of the fields. Default values are based on template type -- so a 
Cancelled call may have different defaults than a Scheduled Transport. 
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Incident List 
The incident list allows the user to search for incidents by incident number, response number, 
date, time and validity (%) and then view them. The specific columns that appear are 
customizable per user. 
 
User Management 
The Users section of each agency allows for an agency or system administrator to track and 
enter many details about the agency and its staff, including:  

• User Listing with Permissions 
• Individual Staff Profile  
• Add Staff  
• Certification Management  
• Employment Details (personnel ID, start date, title, etc) 
• Immunization Records 

 
Elite Rescue Data Entry  
As a Web-based application, data is entered via an online form that can be accessed from any 
internet connection at any time. This form replicates a paper patient care report (PCR) with all 
fields for data collection. Many features for simplifying data entry are standard including: 

• Quick-pick lists 
• Default Values 
• Power Tools 
• Provider Actions 
• Billing Information 
• EKG Integration 
• Validation Rules 
• Electronic Signatures 
• Repeat Patients 
• Response Times 

 
Audit Validation 
There are several levels of 
auditing within ImageTrend Elite 
Rescue. The auditing feature not only tracks and records every access and change to an ePCR 
field, it ties into the Data Validation engine which audits each data field to assigned business 
rules and produces a validation score of completion. All data transfers include validation 
algorithms to ensure successful data transfer. Additionally our hosting infrastructure includes 
several automated monitoring and auditing features to ensure security and quality assurance. 
 
The Elite EMS system also tracks each time a user access an ePCR, prints an ePCR report, or 
changes a data value within an incident. 
 
Quality Management and Inbox 
The QA mechanisms in Elite go beyond validity, and allow agencies and Medical Directors to 
track, review and comment on all incidents within their agency. To start, the system contains 
numerous standard QA reports that allow agencies to review and quickly determine the quality of 
incident being entered by their emergency technicians. Additionally, each incident can be 
assigned a status. This list is dynamic, and can be added to or modified at any time. This may 
include statuses for: In Progress, Completed, Submitted for Review, Needs Review, 
Reviewed/Sign Off, Billed, etc. Users and billing companies can search and report on status of all 
incidents.  
 
If an incident is determined to need follow-ups with emergency personnel, the medical director or 
other agency administrators can record a note with a link to the incident. They can identify the 
specific individuals to send the note to. Users are automatically notified upon entering the system 
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that they have unread notes. These correspondences are tracked within the system with no limits 
on the number of notes attached to the incident, for ease of review by the administrator or the 
Medical Director. Users with unread notes can reply to these just like email.  
 
All internal notes/messages can be accessed by clicking the “Inbox” after the user is logged into 
ImageTrend Elite.  From within Inbox, you can see your unread messages, read messages, sent 
messages, and messages flagged with a color-coded category.  The user can delete messages, 
reply to an existing message, or create a new message. 
 
Incidents can be locked from editing to maintain the integrity of incidents that have been 
submitted or billed. Administrators have the ability to lock or unlock incidents at any time. This 
can also be set on a schedule. For example, auto-lock incidents upon posting from Elite Field. 
 
Report Writer  
ImageTrend’s Report Writer allows users to dynamically create, display, and store standard as 
well as ad hoc reports. With over 100 standard reports and the ability to create ad hoc reports as 
needed, the Report Writer offers expanded reporting and data analysis capabilities. Reports can 
be scheduled on regular intervals and supports distribution via email to a pre-determined list of 
recipients. 
 

User Interface  
Choose from multiple display methods including a row/column report or single record 
display per page. Database search criteria can be selected on a field level basis allowing 
you to define exactly the fields you want. User-defined headers, sorting, and grouping 
give you the ability to display search results using a number of options. Reports can be 
saved for later review or editing as an Excel or Word document, and also as static 
content as a CSV file or a PDF document.  
 
User security is strictly enforced 
to only allow users to report and 
view information that they have 
rights to. Additionally, based on 
your permission group, you will 
have rights to the following report 
functions:  

• Define Data Set  
• Choose Field 

Properties  
• Define Selection 

Criteria  
• Report Layout Options  
• Display Options  
• Saving and Scheduling 

Reports  
• Setting up Permission  

 
Ad Hoc Reports  
The Report Writer allows you to dynamically create, display, and store ad hoc reports. 
This gives you the power to find and display the data that you want without relying on 
static reports that may not have the data that you need. The report writer encompasses a 
single reporting tool that gives you complete control of data output and display.  
 
Administration  
Administration of the Report Writer involves the complete setup, display, and 
management of reports. System administrators can:  
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• Manage Reports  
• Manage Report Categories  
• Setup Tables and Fields to be Reported on  
• Setup Table Relationships  
• Create Formulas  
• Schedule Automatic Generation of Reports  
• Automatic Distribute Reports via Email  

 
This allows administrators to assign public/private access to individual data elements as 
required. 

 
Data Conversion and Integrations  
ImageTrend’s goal in any solution is to streamline data flow and maximize data usage. The 
NEMSIS XML Gold standard data exchange methodology has been successfully implemented in 
numerous solutions and with many different vendors. To accomplish this we have a team that 
thoroughly investigates the existing data and requirements and develops a plan of integration for 
ongoing data communications between systems or a data conversion plan for those instances 
when a singular import of existing data into the new database is required. In either of these 
instances, the file import method, dataport technology and accurate mapping are the keys to 
success.  
 
These interfaces will be fully reviewed for implementation requirements, after which a detailed 
implementation and acceptance will be presented. Even in the case of standard interfaces, 
ImageTrend reserves the right to fully review all requirements, as it has been our experience that 
even standard products from vendors often have variances that may not be thoroughly 
documented.  
 
Every client has a unique set of interfaces that define their system and configuration; therefore, 
not all interfaces may be available for their specific versions. Even if we do not have a specific 
integration available, as integration experts we fully understand the issues involved and will 
prepare a detailed plan for successful implementation within reasonable timelines.  

 
Cardiac Monitor Integration  
ImageTrend currently integrates with ZOLL, Physio, and Philips cardiac EKG monitors. 
The data types that the ImageTrend Elite FIeld currently captures are based on what the 
manufacturer exports. These include: 12-Lead Analysis, Defibrillation, ETCO2, Heart 
rate, Invasive blood pressure, Noninvasive blood pressure, Respiratory rate, and SPO2. 
Each entry is imported and saved as a new entry within the Vitals/Treatments section of 
the Elite EMS incident, which also appears on the printed report. In addition, the original 
manufacturer file is dynamically saved as an attachment in the specific incident. This 
allows the end-user to be able to view six-second waveform strips, as well as related 
waveforms for each vitals record at any time in the future. This data – when collected 
within Elite Field – can also be posted up to the Elite EMS data repository. 
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CAD Integration  
• Dispatches are XML 

files that contain full or 
partial run information 
that are automatically 
recognized by the 
ImageTrend Elite Field 
application. A file with 
extension .xmd will 
open automatically and 
populate a run form 
with the information 
that is contained within 
the file.  

• Any dispatch files that 
have been placed in the dispatches directory under the EMS resource folder will 
show up under Dispatches in the Browse Incidents window. Dispatches can be 
placed there manually or by a CAD system.  

 
Billing  
ImageTrend’s software fully supports integration with the billing systems and software 
based upon XML data exchange. In some cases we utilize CSV data exchange to 
support other billing integrations. 
 
Other Integrations  
ImageTrend DataPort technology allows for the integration and exchange of data 
through multiple methods. This includes the transferring, processing and importing of 
data files. The DataPort is the gateway for how data is received and processed between 
applications.  
 
In order to effectively implement a robust data processing tool, the application must be 
able to collect data from disparate systems and in multiple formats to ensure the most 
widely acceptable and cost effective solution.  
 
The process of importing data involves a set of routines that function independently of 
one another to issue fast and accurate data transferring and importing.  

• Receiving  
• Transferring  
• Processing  
• Importing (via one of the aforementioned methods)  

 
The DataPort can be configured to assist in the retrieval of data, process and formatting, 
transferring, and importing, or any combination in-between. This can be accomplished 
automatically by the system or with user interaction.  
 

Fire Operations  
The following module descriptions are based on the current functionality available today in the 
Rescue Bridge. ImageTrend will be implementing these within Elite Rescue throughout 2016. 
While some things may change slightly, the overall functionality will remain the same.  

 
Web-Based Inspections/Pre-Planning 
The Elite Rescue’s included pre-planning, hydrants and inspections modules allow fire 
departments to be fully prepared for incidents within their coverage area. Data including 
location, occupant and contact information; building or floor plan information; a plan in case of 
an incident; and reports for any previous incidents can be stored for each business, 
residence or possible incident location to increase preparedness. A separate section allows 
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the service to map all fire hydrants within their coverage area and add information about each 
hydrant’s properties (e.g., size, direction to open, flow). Inspections data can be entered 
directly into the Elite Rescue site and saved for each location, or can be gathered and 
entered on-site using the optional Inspections client system and imported into the Elite 
Rescue system to be added to the central data location. With the use of a Tablet PC and the 
optional Inspections client system, these forms can be completed during the inspection, 
document violations and capture needed signatures. 

  
Inventory Module 
The Inventory Module allows the tracking and management of physical assets on a high-level 
or detailed basis. Available with the Elite Rescue, the Inventory Module allows departments 
to manage their inventory based on departmental needs, providing a user-defined dashboard 
which allows for an overview of inventory items, status, recently viewed products and many 
other widgets which can be utilized to meet the user’s display preferences.  
 
Each department has the ability to define their desired level of inventory management. 
Administrators can define location sites, products and items within each to an unlimited 
depth. Intuitive search capabilities identify items in each station and pinpoint exactly where 
they are stored.  

 
The Inventory Module utilizes bar code technology to provide quick look-up and seamless 
intake and allocations on several levels. Once a barcode is scanned, the system will 
automatically display the product if it exists in inventory or the option to add the product if it 
does not. Other advanced search options include the capability to define search criteria, 
whether item specific or general product information.  
 
Tracking product information is simplified through detailed records and easy data entry. 
Users have the ability to enter information specific to each product, such as the length of 
hoses or boot size, through the use of custom questions. Additional information that can be 
recorded includes product attributes and purchase information. Photos and related 
documents, such as manuals, specifications or invoices, can be attached to each product 
and/or item. 

  
Training Module  
This module gives the Service the tools to enter courses for scheduling and accreditation, 
reducing the need for emergency personnel to drive to certifications classes. Some of the 
features of the system include:  

 
 Administrators can set up training information for staff member’s easy access. 
 Staff members can find course information, including dates, times, contact 

information, location of training materials, and any other necessary information. 
 Text materials for certification training can be easily made available through the 

Knowledgebase for download and reference.   
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ELITE FIELD EMS 
 
The ImageTrend Elite Field: EMS as a remote disconnected browser-based application offers 
additional features and mobility for the EMT/Paramedic in the field - who is responsible for 
collecting the data: 

• Many items such 
as quick pick lists, 
drop down menus, 
default settings, 
event visibility, 
default form 
templates, repeat 
patient selections 
and Power Tools 
minimize the 
number of fields 
that require 
completion. 

• Real-time validity 
checks that inform 
the EMT of 
completion status and allow users to quickly locate forgotten or overlooked fields.  

• The platform agnostic framework allows users to have the same experience no matter 
what device they are using – Windows, iOS or Android. 

• Whether using a touchscreen tablet or standard laptop, the electronic data collection 
replicates the pen and paper form, with the advantages of less work due to quick pick 
lists and defaults and higher data integrity due to legibility.  

• Handwriting recognition and e-signatures that simplify form completion. 
• Electronic data collection in the field which reduces data redundancies. 
• ZOLL, Philips, and Physio EKG integrations are standard. 
• Collection of additional billing information. 
 

 
ImageTrend Elite Field: EMS Data Entry 
A new incident report can be created in a variety of ways: 

• Blank Run Form – using rapid data entry a new incident can be recorded 
• Default Run Form – create templates for typical usage such as cancelled runs, frequent 

destinations, etc.  This template can then be used for recording efficiency.  
• Dispatched Run – from imported dispatch information a new report will be initiated using 

the dispatched information such as the dispatched time, address, etc. 
• Transferred Run – from the first responding unit who has already captured basic incident 

and patient information 
• New Patient – from an existing run form a new Patient Care Report can automatically be 

created for each patient involved in the same occurrence. 
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Data is validated on a per field basis. Fields that have errors 
detected in them will have their labels marked in red. The 
total validity percentage for the current run is displayed to 
the user at the bottom-middle of each incident form. 
 
Reports and Patient Forms 
The active incident can be reported on in a variety of ways.  
The ImageTrend Elite system allows for administrators to 
customize the printed PDF layouts.  In addition, the 
administrator can make as many different types of print 
layouts as they want.  Here are some examples: 

• Hospital Report – Contains information that is 
specific to a hospital’s needs including patient vitals, 
medications and treatments.  

• Radio Report – Contains information related to 
patient vitals and demographics.  

• Incident Report with Billing Information – Contains complete incident information 
including billing information and signatures.  

• State Patient Care Report – Contains complete incident information with signatures.  
• HIPAA Consent Form – Contains patient information along with a HIPAA statement and a 

signature of consent.  
• Waiver of Liability Form – Contains patient information along with a Waiver of Liability 

statement and a signature of consent by the patient, a witnesses signature, and if the 
patient is a minor, a parent/guardian signature. 

• Emergency Admission Form – Application by a Peace Officer for Emergency Admission. 
 

Posting Incidents 
Incidents can be posted (when the computer running Elite Field has internet access) to an Elite 
EMS system.  This is done via a secure web services.  From there, incidents can be pushed to a 
statewide management system or a billing system. This activity will be logged in the incident 
history by date and time. 
 
Patient Billing Information Collection 
The Billing Information Tracking consists of insurance, authorization, waiver of liability, record of 
belongings, HIPAA consent, and emergency admission.  Billing information is entered through a 
series of text prompts, radio buttons and checkboxes.  The Authorization for Billing, Waiver of 
Liability, Emergency Admission, and HIPAA Consent panels allow a user to sign his/her name.  
The system can be configured to export NEMSIS 3 files for integration with standard billing 
software packages. 
 

 
 
 

  



 

   
 
24 January 2017 www.ImageTrend.com P a g e  | 17 

CAD Incidents 
ImageTrend Elite Field: EMS can integrate with 
your dispatch system to pull in information as 
soon as it’s available to reduce data entry. 
 
Physical Assessment Capability 
A graphical interactive patient assessment form 
will allow EMTs in the field to quickly capture the 
patient’s physical findings with mere point and 
click methods.  Different body parts can be 
identified and captured by looking at either text or 
graphic icons.  The capability to document 
Normals, Pertinent Negatives, and Not Present 
values are also included. 
 
Slide-Out Panels 
Elite Field offers different slide-out panels that are 
available from a right-hand pane no matter where 
you are at in documentation of an 
incident/patient.  Two examples includes Response Times and Mileage.  The slide-out panels 
offer extra functionality, such as easily documenting a response time based on Enroute or Arrived 
at Patient times.  The mileage slide-out panel also includes auto-calculation, including Loaded 
Mileage. 

 
Provider Actions 
Provider Actions can be set up by system or agency administrators to help streamline 
documentation.  These items allow for various fields from Vitals, Medications, Procedures, EKG, 
and Assessment objects to be combined into configurable provider actions.  These can then be 
documented from a single place, and will show up in the activity timeline for the given incident.  
The layout within a provider action can also be modified by changing the order of the fields, the 
labels, and adding default values. 
 
Repeat Patients 
Patient demographic, medical history, current medications and allergies will be available for 
review and download into the current patient care report.  This data will alert providers on time 
critical information such as specific medical conditions or bad drug allergies. 
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MOBILE FIRE INSPECTIONS  
 

ImageTrend’s Mobile Fire Inspections is a field data collection application that assists fire 
inspectors. Using a laptop or Tablet PC, fire inspectors are able to collect inspections data and 
access saved information about a location or occupant electronically in the field without a major 
investment and without learning complex new technology. All the information you need for an 
accurate and complete report is at your fingertips with easy one-click access and no paper 
hassles. 

 
Intuitive and Quick Data Entry  

• Automatically suggest violations based on 
selected inspection deficiencies 

• Auto-populate fields such as addresses, 
dates, contact information and more 

• Scan documents directly into the application 
 
Instant Access to Information 

• Access connected data with 
a single click 

• Search information in real 
time for immediate filtering 

• Enter miscellaneous notes at 
any point during the 
inspection 

• Capture electronic signatures 
in the field 

• Generate and print reports on 
site 

• Print batch reports 
• Customize ad hoc inspection forms, reports and letters 
• Access NIOSH definition files through location chemicals links 
• Integrate with multiple violation code sets   
• Access additional building information, on-site materials, hydrants, hazmat and 

sprinklers in the field through location preplan modules 
 
Flexible User Experience  

• Input violations and inspections from many points within the application 
• Create and utilize user definable fields 
• Navigate windows and forms easily within a logical hierarchy 
• Utilize advanced searching for SQL-like data filtering 
• Attach images and documents to inspection and location records 
• Organize occupants, locations and contacts into user specified groups 
• Create a journal of time stamped interactions with contacts (notes, meetings, 

letters, phone calls, emails, etc.) 
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OPTIONAL MODULES 
 

Hospital Hub  
Available for integration with ImageTrend State 
Bridge, EMS Service Bridge or Elite Rescue, 
Hospital Hub streamlines communication 
between medical personnel 
working in ambulances and 
hospitals. Hospital Hub facilitates 
improved care for patients and 
allows hospital staff to better 
manage emergency care. 
 
Key Features 

• Increase hospital 
readiness with a complete 
ePCR for inbound patients 

• View inbound patients from 
multiple services 
simultaneously 

• The first step in health information 
exchange 

  
Automated Communication 

• Information recorded in  
the field automatically 
communicates to Hospital Hub 

• Hospital Hub displays incoming patient information 
• Includes condition, assessments, history, procedures and medications 
• Quick view available in emergency rooms 
• Streamline communication of ePCR data from emergency personnel to hospitals 
• Increase the amount of time medical staff will have to respond and provide 

optimal care 
  
Easy Data Portability 
Hospital Hub is based on centralized data repositories used by many statewide clients to 
ensure near real-time communications with the highest level of data quality. A complete 
ePCR is available to be attached to patient records in the hospital to save time and 
reduce work. 
  
Advance Notification 
Hospital Hub offers an up-to-the minute electronic arrival board providing a large screen 
view in the ER, displaying pending arrivals and their conditions by the receiving hospital. 
This revolutionary technology allows hospital staff to know which patients are en route 
and provides enough time to prepare space and treatment. In the case of major trauma 
or mass casualty incidents, additional doctors and staff can be called in before patients 
arrive at the hospital.  
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Visual Informatics 
The ImageTrend Visual Informatics tools allow administrators to expand the reporting of 
data to cubed data analysis. This creates a dimension of reporting that is not possible 
with conventional report methods. With these data mining tools, specific data can be 
analyzed in different views and multiple relationships, allow for dragging and dropping of 
columns, rearranging of data views, data drill-down, and creating dynamic charts and 
graphs. This gives the user flexibility in how to view the data with precise control and 
display. The analysis of the data in these cubes can be used for predicting trends and 
assessments such as syndromic surveillance reporting.  Data can be readily exported for 
portability and reporting in Microsoft Excel.  
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Mapping and Reporting System (MARS) 
Through an integration with Microsoft Bing Maps, ImageTrend’s Mapping and Reporting 
System allows run information, specifically address information, to be fed into Bing Maps. 
Address information including street address, city, state and postal code, along with 
relative information (e.g., cardiac data), can be exported to allow for plotting data on 
geographical maps for use in data analysis. Each point allows a quick-view of the basic 
patient data and a link to the PDF run form. These maps give the State or agency a high-
level view of concentrations of incidents relative to geographic locations.  
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SUPPORT 
 
ImageTrend provides support for their applications and hosting. Support includes technical diagnosis and 
fixes of technology issues involving software and server hardware. ImageTrend has a broad range of 
technical support and proposes to provide service in the areas of:  

• Website Hosting and Support 
• Web Application Development/Enhancement 
• Database Administration/Support 
• Project Management 
• Systems Engineering/Architecture 

 
Product Support 
ImageTrend will provide ongoing support as contracted after installation for the customer. This includes 
continued attention to product performance and general maintenance. ImageTrend offers multi-level 
technical support, based on level-two user support by accommodating both the general inquiries of the 
administrators and those of the system users. We will give the administrators the ability to field support for 
the system as the first level of contact while providing them the option to refer inquiries directly to 
ImageTrend. 
 
ImageTrend’s Support Team is available Monday through Friday from 7:00 am to 6:00 pm CST via the 
Support Suite, email or telephone. 

Support Suite: www.imagetrend.com/support 
Email: support@imagetrend.com  
Toll Free: 1-888-730-3255 
Phone: 952-469-1589  

 
ImageTrend’s support team is available to clients during ImageTrend's normal business hours (7:00 a.m. 
to 6:00 p.m. Central Standard Time, Monday through Friday, excluding holidays). Non-emergency 
support requests made after business hours will be addressed the next business day. 

 
Support Suite 
ImageTrend offers an online support system, Support Suite, which incorporates around-the-clock incident 
reporting of all submitted tickets to ImageTrend’s support desk specialists. Once a client submits a 
support ticket, he or she can easily track its progress with a secure login, promoting a support log for the 
client and ImageTrend’s support team. The system promotes speedy resolution by offering keyword-
based self-help services and articles in the knowledgebase, should clients wish to bypass traditional 
support services. Ticket tracking further enhances the efforts of Support Suite personnel by allowing them 
to identify patterns which can then be utilized for improvements in production, documentation, education 
and frequently asked questions to populate the knowledgebase. The support ticket tracking system 
ensures efficient workflow for the support desk specialists while keeping users informed of their incident’s 
status. Support patterns can be referenced to populate additional knowledgebase articles. 
 
Upgrades and New Version Releases 
ImageTrend offers updates and new version releases to customers subscribing to our support 
agreements. On average, these updates occur once a quarter. These updates offer new product 
enhancements and improvements. Customers are notified in advance of these potential changes in order 
for them to be aware of any impact this may have on them and to schedule the upgrade. The application, 
if hosted at our facilities, is upgraded by our personnel; however, clients are notified prior to the upgrade 
for scheduling purposes. If the application is hosted at your facilities, then we assist in the upgrade either 
through remote login or an onsite visit if required (incurs travel costs). 
 
The contents of the updates are determined by customer request levels and necessity. The EDS Users 
Group, comprised of field EMT’s and Paramedics, has also been instrumental in providing insight for 
determining the necessity and value of requested product enhancements.  
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ImageTrend support agreements include software updates, so that applications continually offer the latest 
technology and provide new features. We encourage all clients to take advantage of these updates. If the 
Client does not accept these, Client should be advised that ImageTrend, at its discretion, may offer 
limited support for previous versions. All code releases also maintain the integrity of any client specific 
configurations (i.e. templates, addresses, staff information, active protocols, etc.) that have been 
implemented either by ImageTrend’s implementation staff or the client’s administrative staff. 
 
User Groups 
ImageTrend has hosted a national EDS Conference every July since 2009 where emergency personnel 
from all over the country gather to exchange ideas and forge the future in emergency data collection. 
They learn how to enhance their organizations by using electronic data collection software and reports to 
improve patient are. They also learn new tips and tricks of the software, get sneak peeks of upcoming 
software and modules, and network with leaders in the emergency community. ImageTrend has 
expanded the EDS Conference to include a day of training. Attendees get hands-on experience with the 
latest of ImageTrend’s software.  
  
ImageTrend also conducts a quarterly conference call for services, which allows attendees to discuss 
data quality. The participants are encouraged to make suggestions for the discussion topics. Each 
meeting also features a Spotlight which allows one person to speak about a new feature or enhancement 
that users may not be aware of. 
 
Lastly, ImageTrend's Uservoice gives all of our customers the ability to vote on ideas that they feel are 
the most important for our development roadmap. System administrators have the ability to create new 
ideas within the application, as well as vote on existing ideas. We constantly analyze this and provide 
feedback on development tasks through this process. Each administrator gets a set amount of votes, so it 
is important to make those votes count. In turn, we augment our product roadmaps based on this 
feedback. 
 
Problem Escalation and Resolution  
ImageTrend has support available for clients via telephone, Support Desk and/or electronic mail during 
ImageTrend's normal business hours (7:00 a.m. to 6:00 p.m. Central Standard Time, Monday through 
Friday, excluding holidays). The Project Manager will address operational issues on an ongoing basis. 
Senior Management will handle issues requiring further discussion and resolution. 
 
Incident Reporting 
Malfunctions. ImageTrend makes all efforts to correct malfunctions that are documented and reported by 
the Client. ImageTrend acknowledges receipt of a malfunction report from a Client and acknowledges the 
disposition and possible resolution thereof according to the Service Level Agreement. If the Malfunction 
reported prevents all useful work from being done, or disables major functions from being performed, we 
undertake immediate corrective action to remedy the reported issue.  If the malfunction reported 
represents a non-mission critical issue, reasonable corrective action to remedy the malfunction within 
three business days will be taken. If the malfunction reported disables only non-essential functions, 
resulting in degraded operations, we undertake reasonable corrective action to remedy the reported 
malfunction within a reasonable time period. 
 
Submission. All support requests received by either direct phone contacts, Support Desk and 
support@imagetrend.com are recorded by client, incident description and disposition into our support log. 
 
Support Log 
Information regarding outstanding problems, fixes, modifications and improvements will be available to 
the Client electronically and published on a regular basis to a Project Support Log which will be available 
for Client’s access. 
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ImageTrend University 
ImageTrend provides online education materials for their products as self-guided tutorials to all clients 
with support agreements. These online support and educational materials can be found at ImageTrend 
University via your ImageTrend application. ImageTrend recently started implementing ImageTrend 
University throughout its solutions to promote ongoing education and training of our solutions. When 
accessing ImageTrend University through the application, users can view educational videos, manuals, 
quick guides and workbooks to assist them in better understanding our software and support train-the-
trainer sessions. These have been very useful as both refresher and initial education materials. A sample 
demonstration of ImageTrend University can be found at www.imagetrend.com/support/user-education. 
 
System Documentation  
ImageTrend provides the most up-to-date documentation, including administrator and user manuals and 
release notes for any upgrades. With a support agreement, this documentation, along with educational 
videos, PowerPoint presentations and other documents will be found at ImageTrend University, which 
can be accessed from the application. Please visit www.imagetrend.com/support/user-education for a 
demonstration of the ImageTrend University. Any provided documentation becomes the property of the 
client. ImageTrend will provide a full set of documentation at each location upon request. Documentation 
updates are available online at no cost.  
 
System Maintenance  
Change Request. When a client makes a change request, we apply that to other users and their needs to 
determine if it would be beneficial to others in the EMS community – from the local volunteer organization 
to the regional users to mid and large size cities and state governments. If the requested change would 
be beneficial to the product as a whole, it may be included in a version release. For client-specific 
requests, we seek further mutual understanding. Sometimes product understanding meets the intended 
outcome of the change request or a work around is found. If neither of these meets the needs of the 
client, we can establish a Statement of Work to customize the application for the specific client for 
additional fees. 
 
Support Staff. ImageTrend’s support staff is made up of EMS and Fire professionals who are well versed 
in the technical aspects of our products. They are either well trained on the software, have used it in the 
field, or are the developers of the system. 
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IMPLEMENTATION 
 
The goal of ImageTrend’s Standard Implementation Plan is to install the main agency site and assist in 
system configuration and understanding to promote ease of use, workflow and data entry. A task 
breakdown of a typical Implementation Plan follows: 

• Initial conference call with the system administrator and any other applicable participants to 
establish ongoing communication, as well as project roles, timelines and deliverables. The team 
will meet via webinar weekly for 4 - 6 weeks. 

• Standard workbook to import destinations, staff, vehicles and station information 
• ImageTrend will work with the system administrator to configure the system level settings to 

ensure fast and easy use for the crew. This includes but is not limited to: 
o Administrative  

 Site Management 
 Product Settings 
 NEMSIS and State Data Reporting 
 Data Exchange 
 Run Forms  
 Validation 
 Administrative Reports 
 Report Writer 
 Hospital Dashboard 

o Service Level 
 Staff setup 
 CE/Training 
 Workflow (incl. QA/QI) 
 Add ePCR 
 Field Bridge 

o Other Integrations (as defined in contract) 
• Training Plan (Admin, Train the Trainer) 
• Testing will occur throughout the implementation 
• Training will be designed based on client needs as defined in the contract 

  
NOTE: If additional facilities or services require implementation services and training, additional fees will 
apply. Services may also elect to purchase their own Service Bridge. Pricing can be provided upon 
request. 
 
Communication and Coordination 
The overall success of the project will require a close working relationship between the client and 
ImageTrend. The project as detailed has various status checkpoints and scheduled meetings to ensure 
project performance. 
 
The ImageTrend Project Management Team translates your vision and requirements into an integrated 
solution. The project begins with a kickoff meeting to establish project roles and provide your project team 
with familiarity of the key components of the ImageTrend products and introduce best practices into all 
phases of the project. The project involves high-level planning that helps establish system requirements 
and estimates of resource requirements and task durations. This can be achieved through the use of 
ImageTrend’s standard Project Plan. The following guidelines are base responsibilities for all project team 
members: 

• Be a vital part of the project team that will carry the project through to completion.  
• Provide a single point of contact for the customer on all issues.  
• Assist the customer in helping them ensure that project deadlines are met and that deliverables 

are provided as discussed.  
• Coordinate tasks between different departments and functions within the company.  
• Identify and resolve project conflicts and issues.  

 



 

   
 
24 January 2017 www.ImageTrend.com P a g e  | 26 

Project Management Tools 
ImageTrend utilizes several software tools to help manage, track and communicate and provide real-time 
answers to our most important project related questions. Microsoft Project, Team Foundation Server, 
ImageTrend’s Project Management Solution and Support Suite are the tools that we have found to be 
most effective for our needs.   
 
Project Manager 
ImageTrend’s Project/Implementation Managers are well-versed in our needs for an efficient and timely 
implementation. Our agile development environment is “hands-on”; utilizing project management tools 
(TFS and Microsoft Project) for tracking, documentation and status reports in a supporting role. When 
using ImageTrend hosting, the base system can be ready for pilot testing within 30 days from the kick off 
meeting, with integrations taking 60 to 90 days from mutually agreed upon development requirements.  
Third party cooperation and database access may affect the duration.  
 
Client Roles  
Implementation. Although ImageTrend team members will provide the majority of the staff required for this 
implementation, it is recommended that the Client have a project manager, who should be assigned as an 
FTE during the initial phase of the project or similar staff member as the single point of contact. This 
person should participate in all meetings and help in the coordination of final requirements gathering, 
stakeholder input coordination, ongoing project status reviews, acceptance testing and training logistics 
coordination.  
 
Ongoing Support. ImageTrend offers multi-level technical support, based on level-two user support by 
accommodating both the general inquiries of the administrators and those of the system users. We will 
give the administrators the ability to field support for the system as the first level of contact while providing 
them the option to refer inquiries directly to ImageTrend. Typically, our point of contact is the EMS Data 
Manager who understands the practical side of the collected data, and who, after training, is able to run 
reports, setup validation rules, etc. ImageTrend also recommends attendance at our Monthly State 
Conference Call. 
 
Quality Assurance 
A Quality Plan is put in place at the onset of the project plan and followed throughout the entire 
development lifecycle and into implementation. The Quality Plan includes the quality goals for the project 
including schedule variance, effort variance and post defect density. For Off-Site customer support 
services, these goals also include turnaround time, first time right solution, process compliance, and 
effective communication. 
 
Ongoing Support 
Users may contact ImageTrend support with a valid support agreement. Administrators may elect to be 
the first point of contact for their providers. 
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TRAINING 
 
ImageTrend offers training courses for each product offering, as well as customized training for clients 
with specific learning needs. Our programs are designed to help site administrators and field personnel 
make the most of the system. The ImageTrend Training Curriculum will be reviewed with the Client and 
customized to ensure that all courses are designed to address the Client’s specific needs.  Our response 
incorporates “Train-the-trainer” training by ImageTrend personnel for cost savings; we can, however, 
deliver comprehensive training for all personnel. “Train-the-trainer” sessions will train a designated 
person(s) from the Client in all aspects of system administration and usage and provides the basic 
materials for the training plan for all field personnel. 
 
ImageTrend has conducted training for clients requiring a large number of personnel to be trained and 
can work with the client to establish a training plan to best meet those needs. Below is a sample Training 
Plan used by some of our larger clients in recent implementations. 
 
Sample Training Plan 

Administrative Review: ½ day (3 - 4 hours). This phase can be done in the time allotted if the 
client prepares by completing workbooks and pre-training activities provided by ImageTrend. It is 
best accomplished when the client knows what their internal process looks like.  
 
Train-the-Trainer and/or End User Training: 3 hours per class. This can be done over X 
number of days to cover each shift or to train all crews. The schedule is established with the client 
to best meet the shift needs. 
 
Administrative Training: 
Training and Activities (Setup and user training): 2 hours 
QA/QI module (Setup and Training): 4 hours. End Users: 2 hours 
Checklist: 1 hour 
High Level Overview of Report Writer (if desired prior to Go-live): 1 hour 
Report Writer: 2 hour Webinar training after Go-live 
 
A walkthrough with implementation and/or User Guides are used to cover Agency, Staff, 
Destinations and other imported resources.   
 
A typical 3 day training schedule is detailed below. Classes can scheduled to meet when specific 
staff are available. 
 

Day 1 
0800-1200 Admin Review 
1300-1600 End User Training Class  
 
Day 2  
0800-1100 End User Training 
1100-1200 Check List 
1300-1500 QA/QI Training 
1500-1700 Training/Activities 
 
Day 3  
0800-1200 End User Training 
1200-1400 Report Writer Training 

 
The remaining training time can be used for webinar training after Go-live. Typically Report Writer 
training is more valuable after the system is in use.  
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Administrative Training 
Administration Training will focus on system administration and all the features associated with 
maintaining the application. Additional training will focus on data collection as well as reporting and data 
analysis.  Administration training will include the knowledge to provide Level 1 support and training to field 
personnel. This training session can easily accommodate 10 – 15 people and can be accomplished within 
an 8 hour session.  It is recommended that this training be accomplished in groups, since the interactive 
questions and assistance improves the learning process and establishes the communication links for the 
ongoing system usage.  ImageTrend will hold this training at the location specified by the client. 
 

Free Training for Service Administrators  
ImageTrend offers free hands-on training to service administrators for select products at the 
Corporate Office located in Lakeville, MN. This training is available based on pre-determined 
dates set by ImageTrend. ImageTrend will train up to two administrators per service on setup, 
navigation and use of Elite EMS and Elite Field. Service administrators will also learn how to 
create ad hoc reports based on their data and how to maintain their user information. This training 
will be offered periodically to services with a valid support agreement and is intended to educate 
service administrators to help them more effectively and independently use their ImageTrend 
software. With this inexpensive educational option, service administrators will learn to setup and 
maintain tasks to increase their comfort level and understanding of the software. 

 
Train-the-Trainer Field User Training 
Field Training will cover the ImageTrend Elite Field. The typical field training session takes about 4 – 8 
hours and can be performed by anyone that has attended a “train-the-trainer” administrative session.  The 
training will be reviewed and revised as necessary to incorporate the Services’ specific requirements.  
ImageTrend will be available for training or training guidance.  ImageTrend also provides a Webinar 
training that has proven successful in delivering training in a cost-effective manner.  Webinars allow staff 
to deliver training to personnel from their desktops without the need for travel. 
 
Documentation 
ImageTrend will provide a training plan, course outline, system documentation and user guides to assist 
in system comprehension. Course syllabi and scenario templates are prepared to enhance system 
understanding and are made available in a variety of formats for duplication. Other training materials 
provided include: FAQs, Education Evaluation and an Education Review Checklist. ImageTrend can also 
provide a Certificate of Education upon completion of the training course(s).  
 
ImageTrend provides the most up-to-date documentation, including administrator and user manuals and 
release notes for any upgrades. With a support agreement, this documentation, along with educational 
videos, PowerPoint presentations and other documents will be found at ImageTrend University, which 
can be accessed from the application. Please visit www.imagetrend.com/support/user-education for a 
demonstration of the ImageTrend University. 
 
Online Help and Education 
ImageTrend also offers the ImageTrend University to promote ongoing and self-guided education and 
training of our solutions. When accessing ImageTrend University through the application, users can view 
educational videos, manuals, quick guides and workbooks to assist them in better understanding our 
software and support “Train-the-Trainer” sessions. These have been very useful as both refresher and 
initial education materials. A sample demonstration of ImageTrend University can be found at 
www.imagetrend.com/support/user-education. 
 
Ongoing Training 
Ongoing training sessions can be held regularly (perhaps every 6 months) for new personnel and as 
review for existing personnel if desired and contracted.  These sessions will be conducted by the trainer 
via Webinar or, alternatively, ImageTrend can offer these onsite. 
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SECURITY 
 
ImageTrend applications meet or exceed State and federal data privacy requirements and the HIPAA 
guidelines. Secure logins are an industry standard process and are part of the HIPAA guidelines for data 
protection. These are implemented throughout the application with the use of the hierarchical security 
access features of the ImageTrend security module, which provides the environment for controlling the 
access necessary to provide data protection. The application also provides for security breach 
notifications and audit trails. 

 
Application Securities 
 

Secure User Login  
• The application adheres to business standard practices for security to ensure 

only authorized access to the system 
 
Password Encryption 

• Hash function implementation 
• Temporary account suspension for sessions failing to successfully login after 

three tries 
• Check access log for sequential unsuccessful logins 
• Set session logout variable 

 
Password Requirements 

• Length and Complexity Enforcement 
• Validate Password for Case, Length (8 characters), and Composition 

 
Login Expirations 

• Validate for expired logins 
• Force password changes on expired logins and restrict site access until new, 

valid password is created 
 
Page Access Checking 

• Page Access Checking to make sure user has properly logged in and is not 
entering the site via an external link 

 
SSL Server Certificate 

• 128-bit encryption Security Certificate 
 
Permissions Administration 
 

Manage Users and Groups 
The application employs a hierarchical based password administration as a series of 
group policies to control application entry and level of access within the application. With 
the system administrator being the highest level of security, groups can be created below 
that to encompass all other group needs, which may include:  

• Director  
• Multiple Service Administrators  
• Users 

 
Permissions and Rights 
Permission and rights are governed by the ability of what the user can see and do. 
Access to modules and components within the system can be set at the field level. 
Access rights to the level of person, group, crew, shift, unit, station, etc. can be defined 
by the system administrator. Users can be given rights to read, edit, add, and/or delete. 
At the global level, rights are based on the following criteria (as applicable): 
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• State 
• County 
• City 
• Service 

 
On the service level, there are two levels: 

• Administrator 
• User  

 
Service administrators can control and edit all the functions with their own service. 
Service users have the ability to edit and view their own information. 
 
Additional users/groups can include the following as needed and defined by the client: 

• Report Writer 
• Billing 
• QA/QI 
• Hospital Admin 
• Hospital Users 
• Student 
• More 

 
The Security module includes a User Login Report, User Lockout Report and User 
Performance Report.  

 
Password Administration 
Through the Application Access Control, the system administrator can determine several 
features regarding the password administration: 

• Number of days without login to the application before the user's account is 
suspended 

• Number of attempts a user can attempt to login before their account is placed on 
temporary suspend 

• Set the password to contain at least one numeric character 
• Set the pass word to contain at least one uppercase character 
• Time in hours that a user cannot change their password after last change 
• Number of past passwords stored in the log table for a user 
• Number of passwords in the log table to be compared with the newest password 

to prevent repeat use of passwords 
• Minimum number of characters in the password 
• Number of days the user will be notified before they must change their password 
• An Email Confidentiality statement can be added, edited and deleted 
• An inactive account message can be added, edited and deleted 
• Security questions prompt on login or password retrieval 
• Encrypt security question answer 

 
Procedural Securities 
 

  Hosting Environment 
ImageTrend's Web applications are hosted in our state-of-the-art, 4,500 square foot data 
center.  Built in a vault with 21" concrete walls, our facilities offer the maximum level of 
security and stability for hosting needs. The data center features triple redundant, high-
speed internet connections over fiber optic trunk lines. Only authorized personnel have 
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access to the data floor. The data center is monitored electronically and a log book is 
kept to monitor and record individuals accessing the server room.  
 
ImageTrend's production network consists of application/web and database servers. The 
databases are on a private network with access control managed through the firewall, 
permitting only authorized administrators or approved VPN access.  
 
Applications are monitored for availability and performance from multiple locations to 
ensure an accurate measure of current system health.  Slow application pages and long 
running database queries are logged for analysis by server administrators and 
development staff. Serious errors and performance degradation trigger email alerts which 
are sent to support staff. 
 
Auditing  
The system’s audit trail tracks user information when accessing the secure portion of the 
application. IP address, User ID, date/time, browser information, along with information 
on each file accessed, is all tracked within a separate database. This database is kept for 
a period of time for reporting purposes and audit trails.  
 
Any security breaches are logged within our Project Management system for any HIPAA 
disclosures related to security breaches or information disclosers. If a security breach 
happens, the security module currently sends an email to our Director of Development 
and the Security Officer, who in turn notifies the designated customer contact.   
 
Personnel  
All ImageTrend employees are subjected to background checks and are required to 
attend and successfully complete HIPAA training. The ImageTrend Project Management 
System gives us a facility to track any HIPAA Security Incidents or Information Disclosure 
Incidents for reporting purposes.   
 
Only those certified ImageTrend employees that work with either hardware or software 
related to the specified application or project will access the data center and interact with 
our servers. These employees have worked with our hardware as part of our IT support 
staff or are part of our Implementation team as software developers. Authorization is 
granted from the management level. 
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